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We develop an experimental secure communication system with chaotic switching. The proposed
scheme is based on time-delayed feedback oscillator with switching of chaotic regimes. The
scheme shows high tolerance to external noise and amplitude distortions of the signal in a
communication channel.
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1. Introduction

The discovery of the possibility to synchronize two
coupled identical chaotic systems [Pecora & Carroll,
1990] stimulated interest in using chaotic signals for
confidential transmission of information. Different
approaches for the transmission of information sig-
nals using chaotic dynamics have been proposed,
for example, chaotic masking [Kocarev et al., 1992;
Cuomo & Oppenheim, 1993], chaotic switching or
chaos shift keying [Parlitz et al., 1992; Dedieu et al.,
1993], chaotic modulation [Halle et al., 1993], non-
linear mixing [Volkovskii & Rulkov, 1993; Dmitriev
et al., 1995; Dmitriev & Panas, 2002], and others.
Based on these approaches, a variety of chaotic
communication schemes has been proposed [Van
Wiggeren & Roy, 1998; Dmitriev & Panas, 2002;
Tao, 2004; Argyris et al., 2005; Koronovskii et al.,
2009; Wang et al., 2012; Stankovski et al., 2014].
However, many chaotic communication schemes are

not as secure as expected and can be successfully
unmasked [Pérez & Cerdeira, 1995; Short, 1997;
Zhou & Chen, 1997; Yang et al., 1998; Pono-
marenko & Prokhorov, 2002; Alvarez & Li, 2006;
Millerioux, 2013]. To improve the security of data
transmission, it has been proposed to employ time-
delay systems, demonstrating chaotic dynamics of
a very high dimension, in private communication
[Pyragas, 1998; Kye et al., 2005; Prokhorov & Pono-
marenko, 2008; Kye, 2012; Ponomarenko et al.,
2012; Ponomarenko et al., 2013]. In particular,
special attention has been paid to using optical
ring systems with time-delayed feedback for chaotic
communication [Goedgebuer et al., 1998; Van Wig-
geren & Roy, 1998; Garćıa-Ojalvo & Roy, 2001;
Udaltsov et al., 2001; Argyris et al., 2005].

Although chaotic communication systems have
a lot of merits including broadband power spec-
trum of chaotic signals, high rates of information
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transmission, and simple implementation, they are
not devoid of drawbacks restricting their wide use in
practice. The main shortcomings of communication
schemes based on the employment of chaotic syn-
chronization are their comparatively low interfer-
ence immunity, low resistance to signal distortion
in a communication channel, and stringent require-
ments imposed on the identity of parameters of
transmitter and receiver [Dmitriev & Panas, 2002;
Koronovskii et al., 2009]. In our recent paper
[Ponomarenko et al., 2013], we have developed an
experimental system for secure communication with
nonlinear mixing of information and chaotic signals
which is devoid of the above mentioned shortcom-
ings because of the use of digital transmission line
and employment of programmable microcontrollers
to implement a transmitter and receiver.

An original communication scheme with
chaotic switching and analog communication chan-
nel has been proposed and numerically investigated
by Ponomarenko et al. [2012]. It possesses a high
interference immunity owing to the specific config-
uration of the receiver. In the present paper, we
modified the scheme numerically studied by Pono-
marenko et al. [2012] and for the first time realized
it in a physical experiment.

The paper is organized as follows. In Sec. 2,
the proposed communication system is described.
In Sec. 3, we illustrate the experimental results of
operation of the proposed communication scheme
and study the scheme resistance to external noise
and amplitude distortions of the signal in a com-
munication channel. Section 4 presents the results
of numerical simulation of the proposed scheme. In
Sec. 5, we summarize our results.

2. Communication Scheme

Recently we have proposed a secure communica-
tion scheme with switching of chaotic regimes and

Fig. 1. Block diagram of a communication system with switched delay time: (DL1, DL2, and DL3) delay lines, (ND) non-
linear devices, (F) filters, (S) commutator, (AD) amplitude detectors, (A) differential amplifier, (OF) output filter, and (C)
comparator.

analog communication channel which possesses a
high interference immunity [Ponomarenko et al.,
2012]. A block diagram of this scheme is presented
in Fig. 1. In this scheme, a transmitter represents a
ring system composed of two delay lines with delay
times τ1 and τ2, a nonlinear element, and a linear
low-pass filter. The information signal is the binary
signal m(t) representing a sequence of binary zeros
and units. The signal m(t) switches the delay time
in the scheme in such a way that the delay time
is equal to τ1 at a transmission of binary zero and
it is equal to τ1 + τ2 at a transmission of binary
unity. In the case, where the nonlinear element pro-
vides a quadratic transformation, the transmitter is
described by a first-order delay-differential equation

εẋ(t) = −x(t) + λ − (x(t − (τ1 + m(t)τ2)))2, (1)

where x(t) is the system state at time t, ε is
the parameter that characterizes the inertial prop-
erties of the system, and λ is the parameter of
nonlinearity.

A receiver is composed of two driven time-delay
systems, one of which contains a delay line with
delay time τ1 and the other contains a delay line
with delay time τ3 = τ1 + τ2. The parameters of fil-
ters and nonlinear elements in these two systems are
identical to the corresponding values in the trans-
mitter. A subtractor placed after the filter breaks
the feedback circuit in each driven system of the
receiver. The input signal for each time-delay sys-
tem in the receiver is the chaotic carrier x(t). These
systems are described by the following equations:

εẏ(t) = −y(t) + λ − (x(t − τ1))2, (2)

εż(t) = −z(t) + λ − (x(t − τ3))2. (3)

The parameters of transmitter and receiver
should be chosen so as to ensure that the synchro-
nization with x(t) at every moment of time could
take place for only one of the two driven systems.
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When binary zero is transmitted, the output signal
y(t) of the first time-delay system in the receiver is
synchronized in the absence of noise with the signal
x(t). As a result, we have y(t) = x(t) and the signal
at the output of subtractor in the first driven system
is equal to zero. In this case, there is no synchro-
nization between x(t) and the output signal z(t) of
the second time-delay system in the receiver. Since
z(t) �= x(t), the signal at the output of subtractor
in the second driven system is not equal to zero.
When binary unity is transmitted, y(t) �= x(t) and
z(t) = x(t). As a result, the signal at the output of
subtractor in the first driven system is not equal to
zero, while the signal at the output of subtractor in
the second driven system is equal to zero.

However, the presence of noise in the com-
munication channel impedes the establishment of
complete synchronization between the receiver and
transmitter. In this case, the signals at the out-
puts of subtractors in both time-delay systems in
the receiver always differ from zero. This fact ham-
pers the extraction of binary message signal. In
order to increase the scheme resistance to noise, we
have introduced two amplitude detectors, differen-
tial amplifier, output filter, and comparator in the
receiver, Fig. 1. The output signal of each ampli-
tude detector represents the modulus of an envelope
of the input difference signal. Then, the output
signals of amplitude detectors are subtracted and

smoothed by a low-frequency filter, the output sig-
nal of which is R(t). The comparator transforms
R(t) into a recovered information signal m′(t), so
that the output signal is binary zero for R(t) ≤ 0
and binary unity otherwise. The signal R(t) has the
same sign as that in the absence of noise and, hence,
the information signal can be recovered accurately.

In this paper, we modified the scheme (Fig. 1)
numerically studied by Ponomarenko et al. [2012]
and for the first time realized it in a physical
experiment. A block diagram of the proposed com-
munication system is shown in Fig. 2. All the
transmitter elements are implemented in a digital
form using a programmable microcontroller of the
Atmel megaAVR family. To increase the speed of
response one should use integer calculations in the
microcontroller. For this purpose the variables and
parameters of Eq. (1) were scaled as follows. For
a small ε, the allowable limits of variation of the
parameter λ for which system (1) has a periodic
or chaotic attractor are from 0 to 2. Within this
range of λ variation, the dynamical variable x(t)
can take values from −2 to +2. Let us pass to inte-
ger arithmetic and transform Eq. (1) in such a way
that the dynamical variable is placed in a 16-bit
memory location, whereby its integer values vary
between −215 and 215. It can be done by substitut-
ing variables as X(t) = cx(t) and Λ = cλ, where
c = 214 is a scale factor. Then, Eq. (1) takes the

Fig. 2. Block diagram of modified communication system implemented in a digital form: (DL) delay lines, (ND) nonlinear
devices, (F) filters, (S) commutator, (DAC) digital-to-analog converter, (ADC) analog-to-digital converter, (D) detectors, and
(C) comparator.
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following form:

εẊ(t) = −X(t) + Λ

− (X(t − (τ1 + m(t)τ2)))2

c
. (4)

Differential equation (4) can be reduced to a
difference equation which is more convenient for
program implementation on a microcontroller. At
a transmission of binary zero, the transmitter is
described by difference equation (5), while at a
transmission of binary unity, it is described by
Eq. (6):

Xn+1 = aXn + b

(
Λ − X2

n−k

c

)
, (5)

Xn+1 = aXn + b

(
Λ − X2

n−p

c

)
, (6)

where n is the discrete time, a = 1−∆t/ε, b = ∆t/ε,
∆t is the time step, and k = τ1/∆t and p = τ3/∆t
are the discrete delay times in units of sampling
time ∆t.

The delay line in the transmitter has two out-
puts which correspond to the delay times k and p,
respectively, Fig. 2. The binary information signal
Mn controls a commutator that switches the delay
time so that the delay time is equal to k at a trans-
mission of binary zero and is equal to p at a trans-
mission of binary unity. The signal Xn−k or Xn−p

from the delay line output undergoes a quadratic
transformation and passes through a digital low-
pass first-order Butterworth filter with cutoff fre-
quency fc = 1/ε. The dynamical variable Xn from
the filter output is fed to the delay line input clos-
ing the feedback loop. Simultaneously, the signal
Xn is fed to the input of external digital-to-analog
converter (DAC) and transmitted into a communi-
cation channel.

The receiver is implemented on another pro-
grammable microcontroller, which is identical to the
one used in the transmitter. The incoming analog
signal is passed through an analog-to-digital con-
verter (ADC) integrated in the microcontroller of
the receiver. A digitization frequency of ADC is set
at 1 kHz (∆t = 1 ms). The signal X̂n from the ADC
output is fed to the input of a delay line which out-
puts correspond to the delay times k and p, respec-
tively, Fig. 2. The delayed signals X̂n−k and X̂n−p

pass through nonlinear elements and filters which
are identical to those used in the transmitter. The

subtractor placed after the filter breaks the feed-
back circuit in each of the receiver circuits described
by the following equations:

Yn+1 = aYn + b

(
Λ − X̂2

n−k

c

)
, (7)

Zn+1 = aZn + b

(
Λ − X̂2

n−p

c

)
. (8)

When binary zero is transmitted, the output
signal Yn of the first circuit in the receiver is syn-
chronized in the absence of noise with the signal X̂n.
As a result, we have Yn = X̂n = Xn and the sig-
nal at the output of subtractor in the first circuit
is equal to zero. In this case, there is no synchro-
nization between X̂n and the output signal Zn of
the second circuit in the receiver. Hence, the signal
at the output of subtractor in the second circuit is
not equal to zero. When binary unity is transmit-
ted, Yn �= X̂n and Zn = X̂n. As a result, the signal
at the output of subtractor in the first circuit is
not equal to zero, while the signal at the output of
subtractor in the second circuit is equal to zero.

In the presence of noise in the communication
channel, X̂n �= Xn and complete synchronization
between the receiver and transmitter cannot be
achieved. In this case, the signals at the outputs of
subtractors in both circuits in the receiver always
differ from zero. In the presence of noise, the vari-
ance of the signal at the output of subtractor in the
synchronized circuit (with the same delay time as
in the transmitter) is close to the variance of noise
in the communication channel and the variance of
the signal at the output of subtractor in the non-
synchronized circuit (with the delay time different
from the delay time in the transmitter) is close to
the variance of chaotic carrier. Taking into account
that the level of noise in the communication channel
in general case is appreciably less than the level of
chaotic carrier, we can extract accurately the mes-
sage signal even in the case of sufficiently strong
noise.

In comparison with the scheme depicted in
Fig. 1, we modified the configuration of receiver.
Two amplitude detectors, differential amplifier, and
output filter are replaced by two elements, Fig. 2,
which evaluate the variance of incoming difference
signal using 100 values of this signal stored in the
circular buffer array in the operative memory of
microcontroller. The technical implementation of
such elements in a programmable microcontroller
is easier. Moreover, this modification results in the
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increase of the scheme speed and tolerance to noise.
The comparator disposed after detectors calculates
the difference Rn between their output signals and
transforms Rn into a recovered information signal
M̂n, so that the output signal is binary zero for
Rn ≤ 0 and binary unity otherwise.

3. Experimental Results of the
Scheme Operation

Let us illustrate the efficiency of the proposed com-
munication scheme for the following values of trans-
mitter parameters: λ = 1.9, ∆t/ε = 0.5, k = 100,
and p = 110. Part of the time series of the chaotic
signal Xn at the transmitter output is presented in
Fig. 3(a). Since the values of k and p are close to
each other, the fragments of Xn time series corre-
sponding to k and p are visually indistinguishable,

so that it is difficult to determine which binary sym-
bol (zero or unity) is transmitted.

Figure 3(b) shows a part of the time series of the
transmitted binary signal Mn. Each bit is transmit-
ted during an interval of 100 ms which corresponds
to 100 steps of the discrete time n. The information
signal M̂n extracted at the receiver output is also
shown in Fig. 3(b). One can see that the informa-
tion signal is recovered accurately, but with a delay
which value depends on the detector parameters.

To investigate the tolerance of the proposed
scheme to noise and amplitude distortions of the
signal in the communication channel we have devel-
oped a specific electronic scheme which allows us
to add a noise with desired intensity formed by
noise generator into the communication channel.
Figure 4(a) shows the experimental dependence of
bit-error rate (BER) of the recovered message on

(a) (b)

Fig. 3. (a) The time series of chaotic signal Xn and (b) the time series of the transmitted information signal Mn and the
information signal M̂n extracted at the receiver output.

(a) (b)

Fig. 4. (a) The experimental bit-error rate as a function of signal-to-noise ratio and (b) as a function of the signal attenuation
in the communication channel. In each measuring of BER, 105 randomly ordered binary symbols are sent.
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the signal-to-noise ratio (SNR). The signal in SNR
is the chaotic signal transmitted into the communi-
cation channel and noise is an additive zero-mean
Gaussian white noise filtered in the bandwidth of
the chaotic carrier. For SNR ≥ 14 dB the signal M̂n

is recovered without errors, Fig. 4(a). Thus, the pro-
posed system is more robust against channel noise
than most of other communication systems using
chaotic synchronization for the transmission of hid-
den information signal through analog communica-
tion channel [Dmitriev & Panas, 2002; Koronovskii
et al., 2009].

It should be noted that a real transmission
channel always undergoes attenuation effect which
may be critical for operation of chaotic commu-
nication systems. In fact, many of these systems,
especially the systems with chaotic masking and
nonlinear mixing, have low resistance to signal dis-
tortion in a communication channel. To investigate
the resistance of our scheme to amplitude distor-
tions of the signal in the communication channel we
control the signal attenuation in the channel using
the above mentioned specific electronic scheme. Fig-
ure 4(b) depicts the dependence of BER on the
parameter d = (At − Ar)/At, where At and Ar

are the signal amplitudes at the transmitter out-
put and receiver input, respectively. As it can be
seen from the figure, for d ≤ 0.1 the binary infor-
mation signal at the receiver output is recovered
without errors. The value of d = 0.1 corresponds to
the signal attenuation of about 1 dB. At such level
of signal distortion in the communication channel,
most schemes with chaotic masking and nonlinear
mixing fail [Koronovskii et al., 2009].

Like all other communication systems with
chaotic switching, the considered system is char-
acterized by certain limitation of the data trans-
mission rate. This is because of transient processes
that take place after every switching of the chaotic
regime. After switching of the delay time in the
transmitter, a certain time is required for establish-
ing synchronization between the transmitter and
one of the driven systems in the receiver. The rate
of information transmission can be increased by
decreasing the characteristic temporal scales of the
system or decreasing the length of time interval dur-
ing which each bit is transmitted. However, in the
last case, the increase of BER of the message recov-
ered in the receiver may take place.

Figure 5 shows for SNR = 8 dB and d = 0 the
dependence of BER on the length l of the interval

Fig. 5. The experimental bit-error rate as a function of
length of time interval during which each bit is transmit-
ted. In each measuring of BER, 105 randomly ordered binary
symbols are sent.

during which one bit is transmitted. The values
of l are indicated in units of sampling time ∆t.
The increase of BER is observed as l decreases in
the region of its small values. On the other hand, the
quality of message recovery at high levels of channel
noise can be improved by increasing the value of l
which leads to the decrease of BER, Fig. 5. For the
considered scheme based on the Atmel megaAVR
microcontrollers, the value of l = 100 ms seems to
be optimal. For smaller l values the scheme has
worse resistance to noise. For greater l values, more
amount of microcontroller’s memory is required and
the rate of information transmission decreases.

It is well known that many chaotic commu-
nication schemes are not as secure as expected
and can be successfully unmasked using the anal-
ysis of return maps [Pérez & Cerdeira, 1995;
Zhou & Chen, 1997; Yang et al., 1998], dynami-
cal reconstruction of the chaotic transmitter from
its time series [Short, 1997; Zhou & Lai, 1999;
Ponomarenko & Prokhorov, 2002], and some other
techniques [Alvarez & Li, 2006; Millerioux, 2013].
To test the vulnerability of the proposed com-
munication scheme against attacks we applied the
method of message extraction based on return maps
[Pérez & Cerdeira, 1995].

Let n = imax be the time when X̂n gets its ith
local maximum Si, and n = imin be the time when
X̂n gets its ith local minimum Ti. Then, we con-
struct the return maps Si+1 versus Si, Ti+1 versus
Ti, and Vi versus Ui, where Ui = (Si + Ti)/2 and
Vi = Si − Ti. Figure 6 depicts the return map Vi

versus Ui constructed from the maxima and min-
ima of a typical experimental time series of X̂n
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Fig. 6. Return map of the experimental communication
system.

for the case where noise is not added intentionally
to the signal transmitted through the communica-
tion channel. In contrast to the return maps pre-
sented by Pérez and Cerdeira [1995], Fig. 6 does
not show any 1D curves which could be used for
message extraction. The return maps Si+1 versus
Si and Ti+1 versus Ti also do not show 1D curves.
Moreover, the return maps are similar in the cases
of fixed and switched delay time in the transmitter.
Thus, the return map method which is efficient for
unmasking low-dimensional chaotic communication
systems fails when applied to the proposed com-
munication scheme based on time-delayed feedback
oscillator.

Another popular approach for unmasking
chaotic communication systems is based on the
dynamical reconstruction of the transmitter from
its time series. However, even simple time-delay sys-
tems can exhibit high-dimensional chaotic dynam-
ics, and a direct reconstruction of such systems
using conventional time-delay embedding tech-
niques often fails. Because of this, for a successful

Fig. 7. Number of pairs of extrema N in the experimental
time series separated in time by q, as a function of q. N(q) is
normalized to the total number of extrema in the time series.

recovery of time-delay systems one has to use spe-
cial methods [Zhou & Lai, 1999; Udaltsov et al.,
2001; Ponomarenko & Prokhorov, 2002; Prokhorov
et al., 2005; Prokhorov & Ponomarenko, 2008]. One
of them is based on the statistical analysis of time
intervals between extrema in the time series. It has
been shown that time series of first-order time-delay
systems practically have no extrema separated in
time by the delay time [Prokhorov et al., 2005].
Then, defining, for different values of q, the number
of situations N where the points of the chaotic time
series separated in time by q are both extremal, one
can construct the N(q) plot and recover the delay
time as the value at which the absolute minimum of
N(q) is observed [Prokhorov et al., 2005]. For the
systems with two coexisting delays the N(q) plot
exhibits pronounced minima at q values equal to
these delay times.

We applied this method to chaotic time series
of X̂n. For various q values we count the number N
of situations where the derivatives of X̂n and X̂n−q

are simultaneously equal to zero and construct the
N(q) plot, Fig. 7, where the step of q variation is
equal to one. The time derivatives are estimated
from the time series by applying a local parabolic
approximation. To construct the N(q) plot we use
30 000 points of time series for the case where noise
is not added intentionally to the signal transmitted
through the communication channel. The switched
delay times k = 100 and p = 110 cannot be recov-
ered from Fig. 7. The more detailed analysis of
the scheme security is the subject of independent
investigation.

4. Results of Numerical Simulation
of the Scheme

To investigate the limits of the proposed commu-
nication scheme we carried out its numerical sim-
ulation. The parameters of the simulated scheme
were chosen the same as those indicated in Sec. 3
for the experimental setup. To simulate the effect
of noise in the communication channel we added
a zero-mean Gaussian white noise filtered in the
bandwidth of the chaotic carrier to time series of
the signal transmitted into the channel. For differ-
ent levels of noise and three values of l we recov-
ered the binary information signal at the receiver
output and constructed the dependences of BER
on the SNR, Fig. 8(a). For l = 100 and l = 200
the message signal is recovered without errors at
SNR ≥ 12 dB and SNR ≥ 10 dB, respectively.
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(a) (b)

Fig. 8. (a) The bit-error rates as a function of signal-to-noise ratio and (b) as a function of the signal attenuation in the
communication channel for the simulated communication system. In each measuring of BER, 105 randomly ordered binary
symbols are sent.

Figure 8(b) presents for two different values
of l, the dependences of BER on the parameter d
characterizing the signal attenuation in the com-
munication channel. For l = 100 and l = 200 the
binary information signal at the receiver output is
recovered without errors at d ≤ 0.1 and d ≤ 0.15,
respectively.

As it can be seen from Figs. 4 and 8, the sim-
ulated communication system exhibits much higher
tolerance to noise and amplitude distortions of the
signal than the experimental scheme. We revealed
that the reason of deterioration of BER characteris-
tics is the presence of fixed bias of the signal in the
communication channel of the experimental scheme.
This technical shortcoming will be eliminated in our
further research by adjustment of fixed bias.

Figure 9 depicts the dependence of BER on the
value of l for the case where SNR = 8dB and d = 0.
For small values of l the increase of BER is observed.

Fig. 9. The bit-error rate as a function of length of time
interval during which each bit is transmitted for the simu-
lated communication system. In each measuring of BER, 105

randomly ordered binary symbols are sent.

However, the absolute BER values in the region of
small l values are by the order of magnitude lower
than the corresponding BER values in the experi-
mental scheme, Fig. 5. Hence, without loss of trans-
mission quality the model scheme can provide the
higher rates of information transmission than the
experimental one by decreasing the length of time
interval during which each bit is transmitted. By
increasing the resistance of the experimental scheme
to noise, one can decrease the values of l without
transmission quality loss and therefore increase the
rate of data transmission.

The results of the numerical investigation of
the proposed communication system indicate that
the efficiency of the considered experimental scheme
can be sufficiently improved. In particular, the BER
of the recovered message under high levels of noise
can be potentially decreased several times.

We studied the security of the simulated scheme
by applying the return maps and N(q) plots con-
sidered in Sec. 3. The return map Vi versus Ui

constructed from the maxima and minima of the
simulated time series is similar to the one presented
in Fig. 6 for the experimental scheme. It does not
show any 1D curves and cannot be used for message
extraction.

The dependence N(q) with the step of q varia-
tion equal to 1 is presented in Fig. 10 for the case of
additive noise absence. To construct Fig. 10 we use
30 000 points of time series. The pronounced min-
ima of N(q) are observed at q equal to 100, 103, 110,
and 113. Two of these q values coincide with the
switched delay times k = 100 and p = 110. How-
ever, in the presence of even small additive noise,
the minima at the true values of delay times are
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Fig. 10. Number of pairs of extrema N in the simulated
time series separated in time by q, as a function of q. N(q) is
normalized to the total number of extrema in the time series.

not pronounced. Besides, Fig. 10 indicates only the
probable presence of different delays in the system,
but it gives no information about the delay time
value at the concrete moment which is necessary for
hidden message extraction. To recover the current
delay time one should analyze short time intervals
comparable with the length l of the interval during
which one bit is transmitted. In our scheme, the l
values are comparable to the delay times. From such
short time series it is very difficult to reconstruct the
delays using the methods based on the dynamical
reconstruction of the chaotic transmitter.

5. Conclusion

We have developed the experimental communica-
tion system with chaotic switching and analog com-
munication channel which shows high tolerance to
channel noise and attenuation of the signal in the
transmission channel. In our scheme, the transmit-
ter and receiver represent time-delayed feedback
oscillators implemented in a digital form using pro-
grammable microcontrollers. The use of digital ele-
ments in the scheme ensures the identity of the
receiver and transmitter parameters and increases
the quality of hidden message extraction at the
receiver output. The proposed configuration of the
receiver allows us to increase the scheme resistance
to external noise and amplitude distortions of the
signal in the communication channel.

We have illustrated the scheme efficiency for
the transmission of binary information signal. The
experimental dependences of BER on SNR, sig-
nal attenuation in the communication channel, and
duration of bit transmission are constructed. The
possibilities of increasing the rate of information

transmission are discussed. The security of the pro-
posed scheme is studied by applying the return
maps and the method based on the statistical anal-
ysis of time intervals between extrema in the time
series.

We have numerically simulated the proposed
chaotic communication system and compared the
results of simulation with those obtained in the
physical experiment.
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Garćıa-Ojalvo, J. & Roy, R. [2001] “Spatiotemporal com-
munication with synchronized optical chaos,” Phys.
Rev. Lett. 86, 5204–5207.

Goedgebuer, J.-P., Larger, L. & Porte, H. [1998] “Optical
cryptosystem based on synchronization of hyperchaos
generated by a delayed feedback tunable laser diode,”
Phys. Rev. Lett. 80, 2249–2252.

Halle, K. S., Wu, C. W., Itoh, M. & Chua, L. O. [1993]
“Spread spectrum communication through modula-
tion of chaos,” Int. J. Bifurcation and Chaos 3, 469–
477.

Kocarev, L., Halle, K. S., Eckert, K., Chua, L. O. & Par-
litz, U. [1992] “Experimental demonstration of secure
communications via chaotic synchronization,” Int. J.
Bifurcation and Chaos 2, 709–713.

1550134-9



September 21, 2015 10:18 WSPC/S0218-1274 1550134

A. S. Karavaev et al.

Koronovskii, A. A., Moskalenko, O. I. & Hramov, A.
E. [2009] “On the use of chaotic synchronization for
secure communication,” Physics — Uspekhi 52, 1213–
1238.

Kye, W.-H., Choi, M., Kim, C.-M. & Park, Y.-J.
[2005] “Encryption with synchronized time-delayed
systems,” Phys. Rev. E 71, 045202.

Kye, W.-H. [2012] “Information transfer via implicit
encoding with delay time modulation in a time-delay
system,” Phys. Lett. A 376, 2663–2667.

Millerioux, G. [2013] “Cryptanalysis of hybrid cryptosys-
tems,” Int. J. Bifurcation and Chaos 23, 1350173-
1–13.

Parlitz, U., Chua, L. O., Kocarev, L., Halle, K. S. &
Shang, A. [1992] “Transmission of digital signals
by chaotic synchronization,” Int. J. Bifurcation and
Chaos 2, 973–977.

Pecora, L. M. & Carroll, T. L. [1990] “Synchronization
in chaotic systems,” Phys. Rev. Lett. 64, 821–824.
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