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Abstract We develop an experimental system for se-
cure communication with nonlinear mixing of infor-
mation signal and chaotic signal of a time-delay sys-
tem. The proposed scheme is based on programmable
microcontrollers with digital transmission line. The
scheme allows one to transmit and receive speech and
musical signals in real time without noticeable distor-
tion. A high quality of extraction of hidden informa-
tion signal is achieved due to the use of digital ele-
ments in the scheme, which ensures identity of the pa-
rameters and high stability to noise. We study a pos-
sibility of hidden message extraction from a chaotic
carrier by a third party in the case of mismatch of the
receiver and transmitter parameters.

Keywords Secure communication scheme - Chaotic
synchronization - Time-delay systems

V.I. Ponomarenko - M.D. Prokhorov (X)) - A.S. Karavaev
Saratov Branch of the Institute of Radio Engineering

and Electronics of Russian Academy of Sciences,

38, Zelyonaya Street, 410019, Saratov, Russia

e-mail: mdprokhorov@yandex.ru

V.I. Ponomarenko - A.S. Karavaev - D.D. Kulminskiy
Department of Nano- and Biomedical Technologies,
Saratov State University, 83, Astrakhanskay Street,
410012, Saratov, Russia

1 Introduction

The discovery of the phenomenon of synchronization
in chaotic systems [1] has given rise to active develop-
ment of secure communication schemes using chaotic
signal as a carrier [2—-10]. Chaotic communication sys-
tems have attracted a lot of attention due to the broad-
band power spectrum of chaotic signals, high rates of
information transmission, and tolerance to sufficiently
high levels of noise. Besides, many chaotic commu-
nication schemes are simply realized and demonstrate
a rich variety of different oscillating regimes. How-
ever, many chaotic communication schemes are not
as secure as expected and can be successfully un-
masked [11-14]. To improve the security of data trans-
mission, it has been proposed to employ time-delay
systems, demonstrating chaotic dynamics of a very
high dimension, in private communication [15-21].
Different approaches for the transmission of infor-
mation signals using chaotic dynamics have been de-
veloped. One of the most widespread among them is
nonlinear mixing of information signal and chaotic
signal [S]. However, one of the main disadvantages of
communication systems with nonlinear mixing is their
comparatively low interference immunity [8]. It is ex-
plained by the fact that, in order to ensure the secu-
rity of transmitted data, the level of information sig-
nal must be significantly lower than that of the chaotic
carrier. Under these conditions, the presence of noise
in the communication channel leads to an appreciable
distortion of the message signal at the scheme output.
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Fig. 1 Block diagram of a

communication system with £
nonlinear mixing

In this paper, we propose a scheme of hidden data
transmission with nonlinear mixing, in which an in-
formation signal is added to a chaotic signal of os-
cillator with delayed feedback. The chaotic transmit-
ter is implemented on programmable microcontroller
that employs digital calculations. The receiver, whose
parameters are identical with those of the transmit-
ter, receives a digital signal from which the informa-
tion component is extracted using again digital cal-
culations. Such a communication system exploits the
masking of the information signal by a chaotic signal
of high dimension and possesses sufficiently high sta-
bility to noise that is inherent in digital systems of data
transmission.

The paper is organized as follows. In Sect. 2, a com-
munication system is described. Section 3 illustrates
the results of operation of the proposed communica-
tion scheme for the cases of harmonic and musical in-
formation signals. In Sect. 4, we consider the extrac-
tion of information signal at the mismatch of the re-
ceiver and transmitter parameters. In Sect. 5, we sum-
marize our results.

2 Communication scheme

A block diagram of the communication system with
nonlinear mixing is shown in Fig. 1. A transmitter
represents a ring system composed of a delay line, a
nonlinear element, and a linear low-pass filter. The in-
formation signal m(¢) is added to the chaotic signal
f (x(t — 7)) with the help of a summator and the signal
s() = f(x(t — 1)) +m(¢) is transmitted into the com-
munication channel and simultaneously injected into
the feedback circuit of the transmitter whose dynamics
is described by a first-order delay-differential equation

ex(t) = —x(t) + f(x(t — ) + m(@), (1)
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where x(¢) is the system state at time 7, f is a nonlin-
ear function, t is the delay time, and ¢ is the parameter
that characterizes the inertial properties of the system.
With this nonlinear mixing the information signal is
directly involved in the formation of a complicated dy-
namics of the chaotic system.

A receiver is composed of the same elements as the
transmitter, except for the summator that is replaced
by a subtractor breaking the feedback circuit. The re-
ceiver equation is

ey(t) =—y() + f(x(t =) +m(). 2

At the output of the subtractor, we have the ex-
tracted information signal m'(r) = f(x(t — 7)) +
m(t) — f(y( — t)). If the transmitter and the re-
ceiver are composed of identical elements, they be-
come completely synchronized after the transient pro-
cess. The difference between the oscillations of sys-
tems (1) and (2), A(t) = x(¢) — y(¢), decreases in time
for any ¢ > 0, since A(t) = —A(t)/e. As the result
of synchronization we have x(t) = y(¢), and hence,
fx@—1))= f(y(—1)) and m’'(¢t) = m(¢). It should
be noted that the quality of the extraction of message
m(t) does not depend on its amplitude and frequency
characteristics. By this we mean that the considered
communication scheme allows one to transmit com-
plicated information signals without distortion.

The nonlinear element in our scheme provides a
quadratic transformation. In this case, the transmitter
equation takes the form

x(1) = —x(t) + 1 — (x(t = D) +m(1), 3)

where A is the parameter of nonlinearity. The trans-
mitter parameters were chosen to obtain a regime of
developed chaotic oscillations.

We used a programmable microcontroller to imple-
ment the transmitter. Since this device has no built-in
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Fig. 2 Block diagrams of
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facilities supporting the floating-point operations, one
should use integer calculations in the microcontroller
in order to increase the speed of response. For this
purpose the variables and parameters of Eq. (3) were
scaled as follows. For a small ¢, the allowable limits of
variation of the parameter A for which system (3) has
a periodic or chaotic attractor are from 0 to 2. Within
this range of A variation, the dynamical variable x(z)
can take values from —2 to +2. Let us pass to inte-
ger arithmetic and transform Eq. (3) in such a way
that the dynamical variable is placed in a 16-bit mem-
ory location, whereby its integer values vary between
—215 and 213_ It can be done by substituting variables
as X (1) =2"%x(r) and M(t) =2"%m(r). Then, Eq. (3)
takes the following form:

y 2
eX(t) &Jrk—(x(t_ﬂ) M) @

714 T T ol4 714 714 "

Multiplying both sides of Eq. (4) by 2!# and intro-
ducing the parameter A = 2“1, we obtain the follow-
ing equation:

(X(t —1))?

X =—XO)+A— o7 + M(1). (5)

This differential equation can be reduced to a differ-
ence equation which is more convenient for program
implementation on a microcontroller:

At At
X1 = (1 - ?>Xn + ?(F(ank) + Mn), (6)

where 7 is the discrete time, At is the time step, k is
the discrete delay time in units of sampling time Af,
and F(X,—x) = A — X2, /2!%.

Figure 2(a) shows a block diagram of the trans-
mitter based on a programmable microcontroller. At
the first step of microcontroller program operation,
the circular buffer array (containing the values from
X,—k to X,) is initialized by a certain constant value
as the initial condition. Then, the nonlinear function
F (X, —x) is calculated and summed with the infor-
mation signal M,,. After that, the obtained sum S, is
transmitted into the communication channel that is or-
ganized as a serial digital interface. The subsequent
value of the discrete dynamic variable X, 4 is calcu-
lated in accordance with relation (6) and fed into the
circular buffer. After k cycles, the process of initializa-
tion is accomplished and the buffer is filled by actual
values. A block diagram of the receiver implemented
on a microcontroller is shown in Fig. 2(b).
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The linear transformation of the signal in our
scheme was performed using a digital low-pass first-
order Butterworth filter. It should be noted that em-
ployment of high-order filters usually allows one to
increase the security of the communication scheme.
The greater the number of coefficients in the equation
that describes the filter, the greater the number of pre-
vious values of the variable involved in calculations
of the next value and, hence, the higher the security
level of transmitted data since one has to know more
parameters for hidden message extraction. The non-
linear transformation can also be of various types. For
example, one can use a tent map or other maps with
chaotic dynamics.

3 Extracting information signal mixed with
chaotic signal

3.1 Case of harmonic information signal

In our scheme, the transmitter was implemented on
a programmable microcontroller of the Atmel xmega
AVR family. As the information signal we choose at
first a harmonic signal with a frequency of 10 Hz. Part
of the time series of this signal is presented in Fig. 3(a).
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The analog information signal m(¢) is fed to the input
of an analog-to-digital converter (ADC) and the sig-
nal M, from its output is mixed with the chaotic sig-
nal of the transmitter. The calculations are performed
in terms of integer arithmetic, with the chaotic signal
amplitude varying within 16 bits and the information
signal within 8 bits.

Figure 3(b) shows a part of the time series of
a chaotic signal S, = F(X,,—x) + M,, generated by
the oscillator with delayed feedback at A = 1.9,
At/e =0.5, and k = 10. This signal had a digitization
frequency of 200 Hz (At = 5 ms) and was transmit-
ted over a digital communication channel at a rate of
57.6 kbit/s using UART interface.

The receiver was implemented on the same pro-
grammable microcontroller as the transmitter. At the
subtractor output of the receiver, we have the ex-
tracted information signal M, = F(X,—¢) + M, —
F (Y,—x). If the receiver parameters are identical with
those of the transmitter and noise is absent, we ob-
tain F(Y,—x) = F(X,—¢) and M), = M, Figure 3(c)
shows a part of the time series of the signal M),. Pass-
ing the digital signal M), through a digital-to-analog
converter (DAC), we obtain the analog information
signal m’(¢) at its output.

Figure 3(d) depicts the power spectra of the chaotic
signal S,, harmonic information signal M,,, and the
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signal M, extracted in the receiver. The amplitude of
the information signal comprises about 0.4 % of the
amplitude of the chaotic carrier and the presence of
message is not noticeable in the power spectrum of the
transmitted signal S,,. As it can be seen from Fig. 3, the
quality of recovery of the hidden information signal is
sufficiently high.

3.2 Case of musical information signal

Let us illustrate now the scheme efficiency for the
case of a musical information signal (a song). Part
of the time series of this audio signal is presented
in Fig. 4(a). For quantization of this signal we used
12 bits of ADC with a digitization frequency of 20 kHz
(At = 50 mcs). Figure 4(b) shows a part of the time
series of the transmitted chaotic signal S, generated
by the time-delay system at A = 1.9, At/e = 0.5, and
k = 100. This 16-bit signal also had a digitization fre-
quency of 20 kHz. If one passes this signal through a
DAC and reproduce, he/she will hear only noise with-
out any signs of speech and music.

In the receiver, we extract the information signal
M), and pass it through a DAC to obtain the analog
information signal m’(¢) at its output. Part of the time
series of m'(t) is also displayed in Fig. 4(a) for the case
where the parameters of the receiver and transmitter
are identical. As it can be seen from Fig. 4(a), the time
series of the original and extracted information signals
are very similar. Aurally the original musical signal
m(t) and the signal m’(r) at the receiver output are
indistinguishable.

Figure 4(c) shows the power spectra of the chaotic
signal §,, musical information signal M,,, and the sig-
nal M, extracted in the receiver. The power spectra of
the signals M,, and M), are very close. The amplitude
of the musical information signal appreciably varies in
time with the loudness of the signal. The maximal am-
plitude of audio signal is about 6 % of the amplitude
of the chaotic signal. Averaged over the entire time
series, the message amplitude comprises about 1 % of
the amplitude of the chaotic carrier and the presence of
audio signal is not noticeable in the power spectrum of
the transmitted signal S,,.

Thus, the quality of hidden information extrac-
tion at the receiver output is good enough in spite of
the presence of noise inherent in a real system. The
proposed scheme allows one to transmit and receive
speech and musical signals in real time without no-
ticeable distortion.
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Fig. 4 (a) Oscillograms of temporal realizations of musical in-
formation signal m(¢) at the transmitter input (on top) and the
extracted information signal m’(¢) at the receiver output (be-
low). (b) Time series of chaotic signal S,,. (¢) Power spectra of
signals M, (1), S,(2), and M} (3). The spectra of M, and M,
are shown by black and grey color, respectively

4 Extraction of information signal at a mismatch
of the receiver and transmitter parameters

In the above-considered examples, the identity of the
parameter values in the transmitter and receiver en-
sures a high quality of hidden message extraction for
the authorized listener. The identity of the receiver
and transmitter parameters is of crucial importance in
communication schemes based on synchronization of
chaotic systems. The complete synchronization of the
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transmitter and receiver takes place only if they are
composed of identical elements. In the case of param-
eter mismatch, we have x(z) — y(¢) # 0, and hence,
m'(t) # m(t).

With the increase of mismatch of the receiver and
transmitter parameters, the quality of chaotic syn-
chronous response of the receiver deteriorates, lead-
ing to a worse quality of the information signal extrac-
tion [5]. Beginning with a certain value of mismatch,
the extraction of hidden message becomes impossible.
The advantage of the proposed digital communication
scheme is the employment of programmable micro-
controllers that allows us to achieve the complete iden-
tity of the receiver and transmitter parameters, which
is practically unattainable in the case of constructing
the receiver and transmitter from analog elements.

For an eavesdropper the signal transmitted over the
communication channel is perceived as noise. To ex-
tract a hidden message from the chaotic carrier, an
unauthorized listener must know the transmitter con-
figuration, i.e., he/she must know that the transmit-
ter is governed by the model time-delay equation (1)
and also know the type of nonlinear function f and
accurate values of the system parameters. For the re-
construction of model equations of time-delay systems
and estimation of their parameters from time series, a
number of methods have been proposed [22-28]. In
the absence of noise, these methods allow one to re-
cover the unknown parameters of time-delay systems
with a good accuracy. However, in the presence of
noise, the parameter estimation is less accurate. More-
over, the error of parameter estimation increases with
the increase of noise level.

The considered communication scheme employs
nonlinear mixing of information signal and chaotic
signal of a time-delay system. In this case, the pres-
ence of information signal in the chaotic carrier in-
evitably decreases the accuracy of estimation of the
transmitter parameters from time series just as in the
case of noise presence. We have examined how accu-
rately the transmitter parameters must be known for
extracting a hidden information signal at the receiver
output.

Let us choose the same transmitter parameters as
in Sect. 3.2 and the same musical information signal.
The receiver parameters are chosen the same as for the
transmitter except for the discrete delay time k, which
is varied in the vicinity of the true value of k = 100.
Already for a minimal mismatch of £ by unity (k = 99
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Fig. 5 Oscillograms of temporal realizations of the original in-
formation signal m () (on top) and the information signal m’(r)
extracted in the receiver at the mismatch of parameter & (k = 99)
(below)

or k = 101), we hear only noise at the receiver out-
put. Thus, the information signal is completely masked
in the case of a 1 % mismatch of the delay time in
the transmitter and receiver. Parts of the time series of
the original musical signal m(¢) and the signal m’(r)
extracted in the receiver at k = 99 are presented in
Fig. 5. The amplitude of the signal m'(¢) is signifi-
cantly greater than the amplitude of m (¢). Besides, the
signal m’(¢) looks like a chaotic carrier.

We study also the influence of the parameter & mis-
match on the quality of the hidden message extraction.
The receiver and transmitter parameters are chosen the
same except for the parameter ¢, which is varied in the
vicinity of the true value of ¢ = 100 mcs. It is found
out that neither speech nor music is heard at the re-
ceiver output if a mismatch of ¢ is greater than 1.5 %.
In this case, the time series and power spectra of m’(¢)
and m(¢) are appreciably different. In the case of 0.1—
1 % mismatch in ¢, the information signal is masked
partially. We can distinguish single words and a mu-
sical background at the receiver output, although the
time series and power spectra of m'(t) and m(t) are
appreciably different. If a mismatch of ¢ is 0.05 %, the
musical signal is extracted in the receiver with a small
noise disturbance, which disappears under the further
decrease of mismatch.

Thus, in order to extract a hidden message, an unau-
thorized listener has to reconstruct the transmitter pa-
rameters with a high accuracy that is a very compli-
cated problem for the proposed scheme.

The robustness of our scheme to parameter mis-
match is comparable to that of other chaotic commu-
nication schemes. For instance, a detailed compari-
son of 9 popular chaotic communication schemes pre-
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sented in [8] revealed that a mismatch of the receiver
and transmitter parameters should not exceed 1-2 % in
each of the schemes to provide the extraction of a hid-
den message. Similar results are obtained for several
communication schemes studied in [5]. To provide a
satisfactory quality of message extraction in the opti-
cal chaos communication scheme, the authors of [10]
had to constrain the parameter mismatches of the re-
ceiver and transmitter below 3 %.

5 Conclusion

We have developed the experimental digital commu-
nication system with nonlinear mixing of informa-
tion signal and chaotic signal of time-delay system in
which the transmitter and receiver are implemented
on simple programmable microcontrollers. This sys-
tem allows one to transmit and receive speech and
musical signals in real time without noticeable dis-
tortion. A high quality of hidden message extraction
is achieved due to the use of digital elements in the
scheme, which ensures identity of the parameters and
high stability to noise typical for digital communica-
tion systems.

We have studied a possibility of extraction of hid-
den information signal from a chaotic carrier in the
case of mismatch of the parameters of the receiver and
transmitter in the proposed scheme. It was found that
for the hidden message extraction the parameter mis-
match must be less than 1 % which ensures the privacy
of the proposed communication scheme.
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