ISSN 10637850, Technical Physics Letters, 2012, Vol. 38, No. 1, pp. 51–54. © Pleiades Publishing, Ltd., 2012.
Original Russian Text © V.I. Ponomarenko, A.S. Karavaev, E.E. Glukhovskaya, M.D. Prokhorov, 2012, published in Pis’ma v Zhurnal Tekhnicheskoi Fiziki, 2012, Vol. 38, No. 1,
pp. 103–110.

Hidden Data Transmission Based on TimeDelayed
Feedback System with Switched Delay Time
V. I. Ponomarenko, A. S. Karavaev, E. E. Glukhovskaya, and M. D. Prokhorov*
Institute of Radio Engineering and Electronics (Saratov Branch), Russian Academy of Sciences, Saratov, 410019 Russia
*email: mdprokhorov@yandex.ru
Received August 3, 2011

Abstract—A scheme of hidden data transmission based on timedelayed feedback system with switched delay
time is described. Efficiency of the proposed system and high resistance to interference in the communication
channel is demonstrated in numerical experiments on model ring systems with timedelayed feedback.
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The discovery of the phenomenon of synchroniza
tion of chaotic oscillations between interacting
dynamical systems [1] made possible the development
of new methods of hidden data transmission based on
the use of various types of chaotic synchronization
(identical, lag, phase, generalized, etc.) [2–9]. Various
schemes of transmitting informative signals using the
synchronization of chaotic dynamical systems have
been proposed, including chaotic masking [2], switch
ing of chaotic regimes [3], nonlinear mixing of infor
mative and chaotic signals [4], modulation of trans
mitter parameters in combination with adaptive recept
[6], etc. However, it turned out that many communi
cation systems employing chaotic signals can in fact

ensure only limited security [10, 11]. In order to
increase the level of data protection, it was suggested
[12–15] to employ hidden data transmission using
systems with timedelayed feedback, which ensure
chaotic dynamics of very high dimension.
This Letter describes a scheme of hidden data
transmission based on a chaotic oscillator with time
delayed feedback, which employs the principle of
delay time switching in the transmitter and the infor
mative signal extraction in the receiver with the aid of
two different timedelayed feedback systems.
Figure 1 shows a block diagram of the proposed
data transmission system. The transmitter represents a
ring system comprising two delay lines characterized
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Fig. 1. Block diagram of the hidden data transmission system with switched delay time: (I) transmitter; (II) receiver; (DL1, DL2,
DL3) delay lines; (ND) nonlinear elements; (F) filters; (S) switch (commutator); (D) detector; (A) differential amplifier;
(OF) output filter; (C) comparator.
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by delay times τ1 and τ2, a nonlinear element, and lin
ear lowfrequency filter, which generates a chaotic sig
nal. The informative signal is a binary code m(t) repre
senting a sequence of binary units and zeros. This
informative signal controls a commutator that
switches the delay time so that binary zeros are trans
mitted when τ = τ1 and binary units are transmitted
when τ = τ1 + τ2. This transmitter is described by the
following firstorder delaydifferential equation:
(1)
εx· ( t ) = – x ( t ) + f ( x ( t – ( τ 1 + m ( t )τ 2 ) ) ),
where x(t) is the system state at time t, f is a nonlinear
function, and ε is a parameter that characterizes the
inertia of the system. Thus, the informative signal con
trols the parameters of the transmitter and determines
properties of the signal transmitted into the communi
cation channel. Note that, for the sake of secure data
transmission, the transmitted signals must possess
identical spectral and statistical properties for τ = τ1
and τ = τ1 + τ2.
The receiver consists of two driven timedelay sub
systems, one of which contains a delay line with delay
time τ1 and the other—with delay time τ3 = τ1 + τ2
(Fig. 1). The parameters of filters and nonlinear ele
ments in the two subsystems are identical to the corre
sponding values in the transmitter. A subtractor that is
situated after the filter breaks the feedback circuit in
each driven subsystem. The input signal for each time
delay subsystem in the receiver is the chaotic carrier
x(t) of the transmitter. These systems are descried by
the following equations:
(2)
εy· ( t ) = – y ( t ) + f ( x ( t – τ 1 ) ),
(3)
εz· ( t ) = – z ( t ) + f ( x ( t – τ 3 ) ).
The parameters of transmitter and receiver must be
chosen so as to ensure that the synchronization with
x(t) at every moment of time could take place for only
one of the two driven subsystems. When binary zero is
transmitted (i.e., delay time in the transmitter is τ1) the
input signal x(t) is synchronized with the output signal
y(t) of the first timedelay subsystem in the receiver. In
the absence of noise in the communication channel,
the synchronization results in x(t) = y(t) and the out
put signal of subtractor of the first driven subsystem is
zero. At the same time, synchronization between x(t)
and the output signal z(t) of the second timedelay
subsystem in the receiver is absent. Since x(t) ≠ z(t),
the output signal of subtractor of the second driven
subsystem is nonzero. On the contrary, when binary
unity is transmitted (i.e., delay time in the transmitter
is τ3), then x(t) ≠ y(t) and x(t) = z(t). As a result, the
output signal of subtractor of the first driven subsystem
is nonzero and of subtractor of the second driven sub
system is zero.
The above principle is employed in most of the
wellknown communication systems with switching of
chaotic regimes [5, 7]. The presence of synchroniza
tion between x(t) and the first (or single) driven sub
system in the receiver corresponds to the transmission

of binary zero and the absence of this synchronization
corresponds to the transmission of binary unity. How
ever, the presence of noise (interference) hinders the
establishment of identical synchronization between
the transmitter and receiver. As a result, the output sig
nals of subtractors in driven subsystems are always
nonzero, which makes recovery of the transmitted
binary sequence a difficult task.
In order to increase the stability of our system in
the presence of noise, we have introduced some new
elements: two amplitude detectors, differential ampli
fier, output filter , and comparator (Fig. 1). The output
signal of each detector represents the modulus of an
envelope of the input difference signal. Then, the out
put signals of detectors are subtracted and smoothed
by a lowfrequency filter, the output signal of which is
Δ(t). The comparator transforms Δ(t) into a restored
informative signal m'(t), so that the output signal is
binary zero for Δ(t) ≤ 0 and binary unity otherwise.
After this modification of the data transmission
system, its stability with respect to noises present in the
communication channel significant increases as com
pared to the wellknown schemes with switching of
chaotic regimes. Let us qualitatively consider what
happens when an additive noise is introduced into a
chaotic signal in the communication channel. Assum
ing that the informative, chaotic (masking), and noise
signals can be considered as independent random pro
cesses, we conclude that the dispersion of signals at the
output of each detector will increase by a value equal
to the dispersion of the additive noise. Therefore, the
averaged difference of signals at the output of detectors
will have the same sign as that in the absence of noise
and, hence, the informative signal will be exactly
restored. However, these considerations are only qual
itative. In real practice, the chaotic signal and additive
noise after passing through elements of the receiver
may acquire a correlation (dependent on the system
parameters) and, in addition, nonlinearity present in
the receiver violates the principle of superposition.
However, strict determination of the limits of reliabil
ity of the proposed scheme in the presence of noise
presents a separate problem that falls beyond the scope
of the present study.
Operation of the proposed hidden data transmis
sion scheme can be illustrated by the results of numer
ical experiments. The transmitter was represented by a
timedelayed feedback oscillator with a quadratic
nonlinearity of the type f(x) = λ – x2, where λ is the
nonlinearity parameter, and a lowfrequency filter
representing a firstorder Butterworth filter with cutoff
frequency fc. The parameters of the transmitter were as
follows: τ1 =1000; τ2 = 10; λ = 1.8; fc = 0.005 (ε =
200). With these parameters, the transmitter generates
a chaotic signal. In the receiver, the first timedelay
subsystem is characterized by τ1 =1000, while the sec
ond subsystem has delay time τ3 = 1010 and both have
λ = 1.8 and fc = 0.005. The output filter in the receiver
represents a lowfrequency eighthorder Butterworth
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Fig. 2. Operation of the proposed system of hidden data transmission as illustrated by fragments of (a) time series of informative
binary signal m(t); (b) time series of the transmitted chaotic signal x(t) in the communication channel; (c) time series of Δ(t) signal
(thin solid curve) and m'(t) signal (thick solid curve) in the absence of noise, and (d) same time series in the presence of 100%
noise.

filter with cutoff frequency fr = 0.0002. The informa
tive signal m(t) represented a sequence of binary zeros
and units.
Figure 2a shows a time series of the transmitted
informative signal, while Fig. 2b presents a fragment of
the chaotic signal x(t) that enters the communication
channel. Since the values of τ1 and τ3 are close to each
other, the corresponding fragments of x(t) time series
are visually indistinguishable, so that it is extremely
difficult to determine which binary symbol (zero ver
sus unity) is transmitted. Figure 2c shows the time
series of a signal at the output of the filter in the
receiver (thin solid curve) and the informative signal
m'(t) as restored at the receiver output (thick solid
curve). A comparison of the signals in Figs. 2a and 2c
shows that the informative signal is restored exactly,
but with some delay. The magnitude of this delay
depends on the delay times of system components and
the parameters of the output filter in the receiver.
For the numerical investigation of stability of the
proposed system with respect to noises in the commu
nication channel, we have added a Gaussian noise
with zero mean to the transmitted chaotic signal x(t).
Figure 2d shows the results of extraction of a hidden
communication in the case where the dispersion of the
additive noise was equal to that of the chaotic carrier
(i.e., 100% noise level), where the time series of Δ(t) is
shown by a thin solid curve and the m'(t) signal is rep
resented by the thick solid curve. As can be seen,
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despite the very high noise level, the quality of infor
mative signal restoration is quite good.
It should be noted that the proposed communica
tion scheme is, like all other systems with switching of
chaotic regimes, characterized by certain limitation of
the data transmission rate. This is related to transient
processes that take place after every switching of the
chaotic regime. Indeed, after every change in the delay
time, of the transmitter a definite time is required for
establishing synchronism between the transmitter and
one of the two driven timedelay systems in the
receiver. The rate of data transmission can be
increased by decreasing the characteristic temporal
scales of the system. On the other hand, in contrast to
other communication schemes with switching chaotic
regimes, which employ transmitters based on finite
dimensional systems, the proposed scheme ensures
higher security because it is implemented on the time
delay subsystems that possess infinite number of the
degrees of freedom.
Another obvious advantage of the proposed
scheme of secure data transmission is its high stability
of operation in the presence of noises in the commu
nication channel. Numerical simulations have dem
onstrated that the quality of restoration of the hidden
informative signal remains high even if the noise
intensity is comparable with the level of a chaotic car
rier.
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