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Abstract—A system of hidden data transmission with nonlinear admixture of informative signal to a chaotic
carrier signal of oscillator with delayed feedback has been experimentally implemented for the first time. The
prototype system employs a programmable microcontroller with analog signal input and digital transmission

line.
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In recent years, the development of information-
communication systems employing the phenomenon
of synchronization of chaotic self-sustained oscilla-
tions has received much attention [1—11]. A widely
used principle of hidden data transmission with a cha-
otic carrier consists in the nonlinear admixture of
informative signal to the chaotic carrier [12, 13]. One
of the main disadvantages of these systems is their low
interference immunity [3, 9], which is related to the
fact that, in order to ensure the security of transmitted
data, the level of admixed signal must be significantly
lower than that of the carrier. Under these conditions,
the presence of interference in the communication
channel leads to a significant distortion of the infor-
mative signal separated at the output.

In this Letter, we propose a scheme of data trans-
mission based on the principle of nonlinear admix-
ture, in which the informative signal is added to a cha-
otic signal that is formed as a result of digital calcula-
tions on a microcontroller. The receiver, whose
parameters are identical with those of the transmitter,
receives a digital signal from which the informative
component is also separated using digital calculations.
This data transmission system allows the informative
signal to be masked by a chaotic signal of high dimen-
sionality and possesses sufficiently high interference
immunity that is inherent in digital data transmission
systems.

In order to increase the level of security in commu-
nication systems employing chaotic signals, it was
repeatedly suggested to use hidden data transmission
using systems with delayed feedback (time-delay sys-
tems), which demonstrate chaotic dynamics of very
high dimensionality [14—17]. For this reason, we also
selected a scheme of hidden data transmission
with nonlinear admixture of informative signal to a
chaotic carrier signal of oscillator with delayed feed-

back, a block scheme of which is presented in Fig. 1.
A transmitter represents a ring circuit comprising a
delay line, a nonlinear element, and a linear low-pass
filter. The informative (useful) signal m(¢) is admixed
by an adder to a chaotic signal f(x(# — 1)) at the output
of the nonlinear element and the total signal s(f) =
Sfx(t — 1)) + m(?) is transmitted into the communica-
tion channel and simultaneously fed into the feedback
circuit of the transmitting system, where the oscilla-
tions are described by a first-order differential equa-
tion with time delay:

ex(1) = —x(t) +flx(t—1)) + m(?), M

where x(7) is the system state at time ¢, fis a nonlinear
function, 7 is the delay time, and € is a parameter that
characterizes the inertia of the system. In this mode of
admixture, the informative signal is directly involved
in the formation of a complicated dynamics of the
chaos generator.

A receiver contains the same elements as the trans-
mitter, except for the adder that is replaced by a sub-
tractor introduced into the feedback chain. The equa-
tion of receiver dynamics is as follows:

ey(t) = —y(1) +f(x(1-1)) + m(1). (2

The subtractor output yields the recovered useful
signal as m'(¢) = fix(t — 1)) + m(f) — f(y(t — 1)). If the
analogous elements of the receiver and transmitter are
identical, the two systems will be synchronized after a
certain transient process. Indeed, the difference A(?) =
x(f) — y(¢) between oscillations of systems (1) and
microcontroller (2) decreases with the time for any € >0,

since A (1 = _A@ . As a result of this synchroniza-
€

tion, we have x(f) = y(f) and, hence, f(x(f — 1)) =
S(t — 1)) and m'(f) = m(r). The quality of recovery of
the m(r) signal is independent of its amplitude and fre-
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Fig. 1. Block scheme of the system of hidden data transmission with nonlinerar admixture of the informative signal to the chaotic
carrier: (I) transmitter; (II) receiver; (DL) delay lines; (ND) nonlinear elements; (F) filters.

quency characteristics, which implies the possibility of
transmitting complicated informative signals.

A nonlinear element selected for the implementa-
tion provided a quadratic transformation, for which
the transmitter equation was as follows:

ex(t) = —x(£) + A= (x(1=1))" + m(?). (3)

Here, A is the nonlinearity parameter that was set at
1.9, which corresponded to a chaotic behavior of the
system.

The transmitter was implemented on a program-
mable microcontroller. Since this device had no built-
in facilities supporting the floating point operations,
the system response speed was increased by using dig-
ital calculations. For this purpose the variables and
parameters of Eq. (3) were scaled as follows. For small
€, the permissible limits of variation of the parameter A
for which system (3) has a periodic or chaotic attractor
are from O to 2. When A varies within these limits, the
dynamic variable x(7) can take values from —2 to +2.
Let us pass to integer arithmetic and transform Eq. (3)
so that the dynamic variable would occur in a 16-bit
memory cell, whereby its integer values vary between
—215 and 2. This can be by substituting variables as
X(9) = 2"x(f) and M(?) = 2"*m(¥). Then, Eq. (3) takes
the following form

Y _ 2
8/2\]1(41‘) _ _);%) o (X(;Mr)) + /ZE:)
Multiplying both sides of Eq. (4) by 2!# and intro-

ducing parameter A = 2'%A, we arrive at the following
equation:

4

eX(1) = — X(£) + A - (X(’—‘MT))Z LM, ()
2

This differential equation can be reduced to a dif-
ference relation, which is more convenient for imple-
mentation on a microcontroller:

X,

n+l

(6)

(1-A0)x, + Acrex, )+ M),
S €
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where 7 is the discrete time, Af is the time step, k is
the delay time (in units of discretization steps), and
XZ
FX,_)=A— Zn-k
214

Figure 2 shows a block scheme of the transmitter
based on a programmable microcontroller. At the first
microcontroller program operation step, the circular
buffer array (containing the values from X, _, to X)) is
initiated by a certain constant value as the initial con-
dition. Then, the nonlinear function F(X, _,) is calcu-
lated and summed with the informative signal M,
after which the sum S, is transmitted into the commu-
nication channel that is organized as a serial digital
interface. The subsequent value of the discrete
dynamic variable X, is calculated in accordance
with relation (6) and fed into the circular buffer. For
k cycles, the initiation process is accomplished and the
buffer is filled by realistic values.

The linear transformation of the signal in our
scheme was performed using a digital low-pass first-
order Butterworth filter with an infinite or finite pulse
characteristic, which usually allows the security of the
communication system to be increased. The greater
the number of coefficients in the equation that
describes the filter, the greater the number of previous
values of the variable involved in calculations of the
next value and, hence, the higher the security level of
transmitted data. The nonlinear transformation can
also be of various types. For example, it is possible to
use a Bernoulli map, a tent map, or other maps with
chaotic dynamics.

The transmitter was implemented on a program-
mable microcontroller of the Atmel megaAVR family.
The informative test signal was harmonic with a fre-
quency of 10 Hz. Figure 3a shows a fragment of the
corresponding time series. The analog informative sig-
nal m(7) is fed to the input of an analog-to-digital con-
verter, and the digitized output signal M, is admixed to
the chaotic transmitter system dynamics. The calcula-
tions are performed in terms of integer arithmetic,
with the chaotic signal amplitude varying within 16 bit
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m(?); (b) fragment of time series of chaotic signal S,,; (c) fragment of time series of useful signal M, separated in the receiver;

(d) power spectra of signals M, (1), S,, (2), and M, (3).

and the informative signal within 8 bit. Figure 3b
shows a fragment of the time series of a chaotic signal
S, = F(X,_,) + M, generated by the oscillator and
delayed by the microcontroller for At/e = 0.5 and k =
10. This signal had a discretization frequency of
200 Hz (Af = 5 ms) and was transmitted via RS-232
interface and a digital communication channel at a
rate of 57.6 kbit/s.
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The receiver was a personal computer, which per-
formed separation of the informative signal. The out-

put signal is M, = F(X,_,) + M, — F(Y,_,). If the
receiver parameters are identical with those of the
transmitter and noise is absent, we obtain F(Y,_,) =

F(X,_,) and M, = M,. Figure 3¢ shows a fragment of
the time series of the useful signal separated in the
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receiver. Figure 3d shows the power spectra of the cha-
otic signal .S,,, harmonic informative signal M,, and the

useful signal M, separated in the receiver. As can be

seen, the quality of recovery of the hidden informative
signal is rather high.

Thus, we have demonstrated possibilities of the
proposed system of hidden data transmission with
nonlinear admixture of informative signal to a chaotic
carrier signal of oscillator with delayed feedback. It is
shown that the proposed scheme can be implemented
on a single integrated circuit.
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