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Extracting information masked by the chaotic signal of a time-delay system
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We further develop the method proposed by Bezruckkal. [Phys. Rev. E64, 056216(2001)] for the
estimation of the parameters of time-delay systems from time series. Using this method we demonstrate a
possibility of message extraction for a communication system with nonlinear mixing of information signal and
chaotic signal of the time-delay system. The message extraction procedure is illustrated using both numerical
and experimental data and different kinds of information signals.
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I. INTRODUCTION 1. COMMUNICATION SCHEME

A communication scheme with nonlinear mixing of cha-

The use of chaotic signals for secure communication hagtiC and information signals has been proposed in K&
been an active area of research in recent yiéarg|. Chaotic 4 developed in Ref6]. The schemes considered in Refs.

communication systems have attracted a lot of attention duﬁ:,ﬁ] employed chaotic signals of a low-dimensional ring

to the broadband power spectrum of chaotic signals, hig'&scillating systeni28] and of a ring scheme based on Chua

speed of information transmission, and tolerance to suffigjrcyit [29], respectively. In this paper we have chosen the

ciently high levels of noise. Besides, many chaotic commusijgnals of time-delay systems with many positive Lyapunov

nication schemes are simply realized and demonstrate a ricdkponents as chaotic carriers.

variety of different oscillating regimes. A block diagram of the communication system with non-
Practically all known communication schemes using chaiinear mixing is shown in Fig. 1. In the absence of informa-

otic signals are based on synchronization of chaotic systemgion signal[ m(t) =0], the transmitter, representing the ring

Different approaches for the transmission of information sig-system composed of delay, nonlinear, and inertial elements,

nals using chaotic dynamics have been proposed, for excéan be described in the simplest case by the delay-

ample, chaotic masking, chaotic modulation, nonlinear mix-differential equation

ing, chaotic switching, and others. However, not all chaotic )

communication schemes are as secure as expected. For ex- goX(t)=—x(t) + f(x(t— o)), (1)

ample, some communication schemes using low-dimensional _ ) ] i

chaotic signals can be unmasked by the dynamical recoVherex(t) is the system state at timte function f defines

struction of the chaotic system from the time sefes11 or  nonlocal correlations in timer, is the delay time, and pa-

by using suitable return map$2—14. The use of hypercha- rametere characterizes the inertial properties of the system.

L e . . he information signaim(t) is added to the chaotic signal
otic signals of high-dimensional chaotic systems does nol(t) with the help of a summator and the sigisét) = x(t)

always help to improve the security of communication. The . X . L
Y P P Y {F,E”(t) is transmitted into the communication channel and

hidden message can also be extracted in these cases using tt L . L
dynamical reconstruction methoflss], surrogate data analy- swpultaneously |nject.ed into the feedback circuit of the trans-
y ' mitter whose dynamics is described by the equation

sis[16], spectrogram§l7], neural network$18], and wave-
let transform[19]. In Refs.[20,21], it has been proposed to
employ time-delay systems, demonstrating chaotic dynamics

of a very high dimensiof22,23, in private communication. \wjth this nonlinear mixing the information signal is directly

However, as it has been shown in Rg4] that, for chaotic  nyolved in the formation of a complicated dynamics of the
masking schemes, the hidden information can be extracteghaotic system.

even in this case using the methods of reconstruction of
time-delay systems from the time ser{@5-27. s@O=x(t)+m(f)
In this paper we propose a method for the reconstruction
of the dynamics of a transmitter, which is a chaotic time- i Delay
delay system, from the transmitted signal. Using this method line
we unmask a chaotic communication system with nonlinear. ,,, ., Nonli
mixing of chaotic and information signals. The description of gt et
the communication scheme is given in Sec. Il. In Sec. Il the: (@)
method for the estimation of the parameters of time-delay;
system is presented. In Sec. IV we extract the hidden infors Transmitter

goX(t)=—x(t) + f(X(t— 7o) + M(t— 70)). 2)

The obtained results are summarized and discussed in Sec. V. FIG. 1. Block diagram of a chaotic communication system.
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FIG. 2. (a) LengthL of a line connecting points ordered with FIG. 3. Estimation of the parameteg and function reconstruc-
respect tax(t— 7o) in the plane x(t— 7o),ex(t) +x(t)] as a func-  tion from the time series of the Mackey-Glass equation with addi-
tion of &. The inset shows () in the neighborhood of the mini- tive Gaussian white noiséa) TheL(g) plot. L mis(e) =L(9.9). (b)
mum. L i,(¢) =L(10.0).(b) The recovered nonlinear function. Nonlinear function(7) (solid line and the recovered function

(dots.

Areceiver is composed of the same elements as the trans-
mitter, except that the summator is replaced by a subtractghe nonlinear functiorf are unknown in this case. Various
breaking the feedback circuit. The receiver equation is  methods for the estimation of the time-delay system param-

: eters from time series have been propogsek, e.g., Refs.
goy(t)=—y(t) + f(x(t— 7o) + m(t—7o)). (3 [31-33 and references thergin
At the output of the subtracter, we have the extracted infor- To.recover the delay timey, from t.he time series we
; ; 3y — _ exploit the method proposed recently in R3], where we
mation signalm’(t) =x(t) + m(t) —y(t). ; .
have shown that there are practically no extrema separated in

If the transmitter and the receiver are composed of iden-. b in the ti .  time-del Th
tical elements, they become completely synchronized afte me by 7o In the time series of time-delay syste{rl)._ en,
definition one has to determine the extrema in the time

the transient process. The difference between the oscillatio 8 7o : ) .
of systems(2) and (3), A(t)=x(t) —y(t), decreases in time SEM€S. after that one has to define for different values of time

L 7 the numbem of pairs of extrema separated in time by
foranyso>0, sinceA () = TA/SO' As the result of synchro- -y e one has to construct tNé7) plot. If N is normal-
nization, x(t) =y(t) and m’(t)=m(t). It should be noted

. . ized to the total number of extrema, then for sufficiently
that the quqllty of th_e extraction of messagét) doeg not large extrema number it can be used as an estimation of
dgpgnd on its amplitude a}nd frequency C.har.actensncs. B robability to find a pair of extrema in the time series, sepa-
this is meant that the considered communication scheme

I to0t i licated inf " anals with téted by the interval. The absolute minimum oN(7) is
c?igzr?igi o transmit complicated information signals without - & o+ the delay time,.

L . . The qualitative features of the(7) plot specified by the
i klf Vtvr? t?ke away the delay line in the receiver, E8). will delay-induced dynamics are retained in the presence of mes-
ake the form sage in the transmitted signal if the amplitude of the message

oy ()= —y(t) +f(x(t) +m(t)). (4) 002
In this case the receiver synchronizes with the transmitter in 7 @
such a way thak(t)=y(t— ) or, equivalently,x(t+ 7q) 0.01+
=y(t). In other words, at time, the receiver4) synchro- S 000:
nizes with the future state of the transmiti@ at timet T
+ 79. This is the case of anticipating synchronizati@®]. -0.01-
The delay line will be necessary to extract the information -
signal. If we delay the signal(t) by 7y and feed the signal -0.02 T T T T
y(t— 7o) at the subtracter input, then we receine (t) 0 1000 2000 3000 4000 5000
=x(t)+m(t) —y(t—79) =m(t) at the subtracter output. 0 !
I1l. RECONSTRUCTION OF TIME-DELAY SYSTEM 220 ®)
USED IN THE TRANSMITTER %‘ _40:
=
The security of chaotic communication systems is based 5 .60
on the assumption that the parameters of the chaotic trans- & -804
mitter are known only to the authorized receiver having an -
identical copy of the transmitter. Using the communication '1000 0005 | 001 | 0015 | 002
scheme considered in Sec. Il we show that a hidden message ) freqﬁency ' ’

can be extracted by a third party having only the time series

of the transmitted signai(t). To do this, we have to recover  FIG. 4. (8 The frequency-modulated signal féx=0.01, B
the parameters of the time-delay systéin generating a =3, f;=5%x107%, andf,,=5x10*. (b) The power spectrum of
masking chaotic signaf(t). The parameters, andey and  the frequency-modulated signai(t).
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1.5 Q) of L(&) is observed at =g4. The set of points constructed
12 for the definedesq in the plang[x(t— 7g),eox(t) +x(t)] re-
| produces the nonlinear function that can be approximated if
“ 0.9 necessary. In contrast to methods presented in [R&5s26),
0.6 which use only extremal points or points selected according
to a certain rule for the nonlinear function recovery, the pro-
0.3 posed technique uses all points of the time series. It allows
0.0+ T T T T one to estimate the parametgy and to reconstruct the non-
0 1000 2000 3000 4000 5000 linear function from short time series even in the regimes of
t weakly developed chaos.
0 0O) As an example, the(e) plot is shown in Fig. 2a) for the
i time series produced by the Mackey-Glass equation
Q -10-
= . ax(t—rp)
o X(t)=—bx(t)+ —————, (6)
& 20 1+XE(t—7p)
30 - Which can be converted to Eq@l) with eg=1/b and the
0 0005 001 0015 002 function
frequency
. . ax(t—o)
FIG. 5. (a) The transmitted signal foa=0.2, b=0.1, c=10, fX(t—7g))= ——. (7)
andr,=300.(b) The power spectrum of the transmitted sigs@). b(1+x(t— 7))

is not very large. As it has been shown in RE33], the  The parameters of the syste® are chosen to ba=0.2,
method is still efficient for a noise level of 10%. However, b=0.1, c=10, and 7,=300 to produce a dynamics on a
the level of information signal in the communication high-dimensional chaotic attracti@3]. The sampling time is
schemes with nonlinear mixing must be sufficiently low, oth-set by 1.L(€) is normalized to the most uncorrelated point
erwise the chaotic signal may not provide enough maskinget. To reduce the computation time one can choose a large
[6]. initial step ofe variation and then reduce it in the neighbor-
To recover the parameteg, and the nonlinear functioh  hood of minimumL(e). Thus, in Fig. 2a) the step ofe
of system(1) from the chaotic time series, we propose avariation is 1 and in the inset this step is reduced to 0.1. The
method that we illustrate at first for the case of messageninimum of L(e) takes place exactly ato=1/b=10. In

absence. From Edl) it follows that Fig. 2(b) the nonlinear function is shown that has been re-
covered with the defined,. This recovered function coin-
goX(t) +x(t)=f(X(t— 79)). (5)  cides practically with the true functiofY). Note that for the

construction of thel () plot and for the recovery of the

Thus, it is possible to reconstruct the nonlinear function byfunctionf we use only 1000 points of the time series.
plotting in a plane a set of points with coordinates(t The mixing of chaotic sllgn_a}l and |.nformat|on signal of
—ro),sok(t)+x(t)]. According to Eq.(5), the constructed small amplitude does not significantly influence on the accu-

: P racy of g estimation. To investigate the robustness of the
f he f h ) :
set of points reproduces the functinSince the parameter method to perturbations we apply it to the data produced by

€9 IS @ priori unknown, one needs to plek(t) +x(t) Versus  aqq4ing a zero-mean Gaussian white noise to the time series
X(t— 7p) under variation of, search_mg for a single-valued ¢ Eq. (6). In Fig. 3, theL(¢) plot and the recovered nonlin-
dependence in the plarfex(t—70),ex(t) +x(t)], which is  ear function are presented for the case where the additive
possible only fore =&,. As a quantitative criterion of single noise has a standard deviation of 3% of the standard devia-
valuedness in searching fep we use the minimal length of tion of the data without noise. At the reconstruction of the
a line L(¢), connecting all points ordered with respect to nonlinear function we use;=9.9, for which the minimum
X(t— 7o) in the plang x(t— 79),eXx(t) +x(t)]. The minimum  of L(g) is observed. For higher noise levels the accuracy of

0.12 1.0 1.5
(@ . (b) © FIG. 6. Reconstruction of the
0.10- 081 12
0084 ] = Mackey-Glass system for the case
‘ 0.6 T 094 of nonlinear mixing of its chaotic
= 0.061 ~ 0.4 S 064 signal and frequency-modulated
0.04+ T {jo harmonic signal.(a) The N(7)
0.02 02 0.31 plot. Ni-(7) =N(300.0). (b) The
0.00 T T T 1 0.0 T T T T T T T 1T 0.0 T T T T L(S) pIOt Lmin(s): L(].OO) (C)
100 200 300 400 0 4 8 12 16 20 00 03 06 09 12 15 The recovered nonlinear function.
T £ x(t-t})
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FIG. 7. The noise of desynchronization of the transmit@r
and the recovered receiv€) in the absence of information signal.

€g estimation becomes worse and a set of points in the plane
[X(t— 70),eoX(t) +x(t)] is more dispersed.

IV. EXTRACTING INFORMATION SIGNAL MIXED
WITH CHAOTIC SIGNAL

The information signain(t), masked by the chaotic com-
munication system in such a way that its presence is imper-
ceptible in the communication channel, can be extracted by
an unauthorized listener from the transmitted sigtt). Us-
ing the method considered in Sec. Il it is possible to esti-
mate the parameters of the chaotic transmitter. Knowing
these parameters one can construct the receiver. The more
accurate is the estimation of the system parameters, the
higher is the quality of synchronous chaotic response of the
receiver and, as a consequence, the higher is the quality of
the message extraction.

We apply the method to a time series produced by non-
linear mixing of the chaotic signal of the Mackey-Glass sys-
tem (6) and the frequency-modulated harmonic signal

m(t)=A sin(2f t— B cog 27 ), (8)
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FIG. 9. (8 The original message signal with=0.25 V and
f.=27 Hz.(b) The power spectrum of the original messags.
The transmitted signal fory=54.7 ms andRC=¢gy,=4.215 ms.
(d) The power spectrum of the transmitted signal.

where A defines the message amplitude, is the central
frequency of the power spectrum of the sigrilis the fre-
quency modulation index, and,, is the modulation fre-
quency. Part of the time series and the power spectrum of
frequency-modulated signal are presented in Fig. 4. As a
bandpass signal, the frequency-modulated harmonic signal
better imitates the structure of speech and music signals than
- a simple harmonic signal.

Figure 5 shows part of the time series of the transmitted
chaotic signak(t)=x(t) +m(t) and the power spectrum of

s(t). With a fourth-order Runge-Kutta method for delay-
FIG. 8. (a) The extracted frequency-modulated harmonic signal.differential equations we record 50 000 points with the sam-

(b) The power spectrum of the extracted message.
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0.12 @ "c_ ®] — 6 © FIG. 10. Reconstruction of the
0.10 0.8- = 4 electronic oscillator with delayed
0.08- 0.6 S 21 feedback for the case of nonlinear
2, 0.06- hE ‘}_ 0 mixing of its chaotic signal and

0.04- 0.4 < 2 harmonic signal.(& The N(7)
0.02- 024 ‘t@ 4] f plot. Npin(7)=N(54.75 ms),(b)
0.00 00_ A The L(e) plot.  Lpnin(e)

' 15 30 45 6 75 0 15 3 45 6 75 6420246  —L(42ms). (0 The recovered

7 [ms] € [ms] V() [V] nonlinear function.

the amplitude of the information signal comprises less tharz,=RC. In our experiment the nonlinear device has a qua-
1% of the amplitude of the chaotic carrier and the presencedratic transfer function. The chaotic signé(t) of the sys-
of message is not noticeable in the power spectrum of théem (9) is nonlinearly mixed with the harmonic signia(t)
transmitted signas(t). =Asin(2=ft) with amplitude A and frequencyf.. The
Figure 6 illustrates the reconstruction of the transmittertransmitted signal is(t) =V(t)+m(t). We record the sig-
parameters. Figure(& shows the numbeN of pairs of ex-  nalsm(t) ands(t) using an analog-to-digital converter with
trema in the time series af(t), separated in time by. To  the sampling frequencys=4 kHz. In Fig. 9 parts of the
construct theN(7) plot we use 20000 points of the time time series and power spectra of these signals are presented.
series ofs(t). The time series exhibits about 600 extrema Figure 10 illustrates the reconstruction of the transmitter.
andN(7) is normalized to their total number. The time de- Since the delay time,=54.7 ms is not a multiple of the

rivativesx(t) are estimated from the time series by applyingsampling timeT;=0.25 ms, the recovery of, cannot be

a local parabolic approximation. The step ofvariation in ~ absolutely accurate. For the step-otariation equal tT,

Fig. 6(a) is equal to the integration stép=0.5. The location the minimum of N(7) takes place atro=54.75 ms[Fig.

of the absolute minimum dfi(7) allows one to estimate the 10(a)]. TheL(g) plot, constructed withr, and the step of

delay timery=300.0. Note that we obtain the same values ofvariation equal to 0.025 ms, demonstrates the minimum at

7, for a time series whose length is shorter by a factor of 3go=4.2 ms[Fig. 10b)] (£,=4.215 ms). The recovered
To construct the_(e) plot [Fig. 6(b)] we use only 2000 nonlinear function is shown in Fig. 1€). The approximation

points of s(t) realization. The step of variation is set by Of this function with a polynomial of degree 2 allows us to

0.1. The minimum ofL(s) takes place ak{=10.0 (g, obtain a high-quality synphronous response of th_e receiver

=1/b=10). The nonlinear function recovered using the es2nd, as the result, a sufficiently qualitative extraction of the

timated; ande/, is shown in Fig. éc). For the approxima- hidden message. Parts of the time series and the power spec-

tion of the recovered function we use polynomials of differ- {fum of the extracted harmonic signal are shown in Fig. 11.

ent degree. The approximating function is sufficiently close! NUS. the extraction of hidden information is possible in

to the function(7) and ensures a high quality of synchronousSPit€ Of the presence of noise inherent in a real system and
response of the receiver if the degree of the polynomial idhe absence of multiplicity between the characteristic tempo-

greater than 11. To increase the accuracy of polynomial ap- 0.50
proximation we use all points of the time series at the recon- (@
struction of the nonlinear function. 0.25-
The quality of the recovery of the system parameters can =
be estimated by the level of the desynchronization noise — 0.00-
(Fig. 7) leading to a worse quality of synchronous chaotic
response. It follows from Fig. 7 that the level of the desyn- 0.254
chronization noise is about 0.1% of the level of the chaotic
signal and can achieve 10% of the amplitude of the informa- '0'500 1(')0 2(')0 3(')0 4(')0 5(')0
tion signal[Fig. 4(a)] at the receiver output. Parts of the time t [ms]
series and the power spectrum of the extracted frequency-
modulated signal are presented in Fig. 8. 0] (b)
As another example, we consider an experimental com- — -107
munication system using the chaotic signal of an electronic % 20
oscillator with delayed feedback. For the case where the filter —~ 301
(see Fig. 1is a low-frequency first-ordeR C filter, this os- S 407
cillator is given by g
=50
RCMt)=—V(t)+ f(V(t— 7o), (9) B L N S L LS
0 10 20 30 40 50 60
S [Hz]

whereV(t) andV(t— 7y) are the delay line input and output
voltages, respectivel\R andC are the resistance and capaci-  FIG. 11. (a) The extracted harmonic sign&h) The power spec-
tance of the filter elements. EEQ) is of the form (1) with  trum of the extracted message.

026215-5



V. I. PONOMARENKO AND M. D. PROKHOROV PHYSICAL REVIEW E56, 026215 (2002

ral scales of the chaotic transmitter and the sampling timefunction f. However, the quality of reconstruction deterio-
which result in the inaccurate estimation of the parametersrates, since the procedure involves numerical calculation of
the second derivative.
V. CONCLUSION The recovery of the parameters of time-delay systems
gives a possibility of message extraction for the communica-
We have proposed the method for reconstructing timetion schemes using chaotic signals of these systems. Hence,
delay systems from time series. This method is based on thhe communication systems using chaotic signals of time-
statistical analysis of time intervals between extrema in thalelay systems can be successfully unmasked in spite of very
time series and the projection of the infinite-dimensionala high dimension and a large number of positive Lyapunov
phase space of a time-delay system to suitably chosen tw@xponents of chaotic attractors of time-delay systems. We
dimensional subspaces. The method allows one to estimafi@ve illustrated the possibility of message extraction for the
the delay time, the parameter characterizing the inertial propcommunication system with nonlinear mixing of information
erties of the system, and the nonlinear function even in théignal and chaotic signal of time-delay system. The extrac-
presence of message signal of small amplitude. tion of hidden message from the transmitted signal is dem-

The method considered with systems like Ef. can be onstrated using both numerical data, produced by nonlinear

extended to a more general class of time-delay systems. AS?gixing of chaotic signal of the Mackey-Glass system and

has been shown in ReB3], the procedure of the delay time requency-modulated harmonic signal, and experimental

L ! data, produced by nonlinear mixing of harmonic signal and
estimation from theN(7) plot can be successfully applied to chaotic signal of the electronic oscillator with delayed feed-

Fime s_eries.gaingd fro_m a wide class of time-delay SyStemEack. A possible way to improve the level of security of the
including high-dimensional ones. The proposed method 0f,hgjgered chaotic communication system is to use synchro-
estimation of the parameter, and the nonlinear function 45 retuning of the parameters of the transmitter and the
can be_also applied to a variety qf time-delay systems Ofeceiver during communication, or to employ high-
order higher than that of E¢1). For instance, the dynamics gimensional time-delay systems.

of an electronic oscillator with delayed feedback containing
two identical in-serieR C filters is described by the second- ACKNOWLEDGMENTS
order delay-differential equation
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