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Abstract We develop a chaotic communication sys-
tem exploiting the regime of generalized synchroniza-
tion between the transmitter and receiver. Two variants
of communication scheme are considered. The first of
them contains only one self-oscillating response sys-
tem in the receiver, which is driven in turn by the signal
from the drive system and delayed copy of this signal.
In the second variant of the scheme, the receiver is com-
posed of two response systems, but these systems could
be nonidentical in contrast to the classical communica-
tion schemes based on the generalized synchronization.
The efficiency of the proposed scheme is shown for the
case, where the transmitter and receiver are constructed
using time-delayed feedback oscillators. The commu-
nication scheme is studied numerically and realized in
the physical experiment. It is shown that the proposed
scheme possesses high tolerance to noise in the com-
munication channel.
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1 Introduction

Development of communication schemes based on
employment of various types of chaotic synchroniza-
tion has been an active area of research since the
early 1990s. A lot of communication schemes based
on chaotic synchronization have been proposed [1-19].
The most of these schemes exploit the regime of identi-
cal synchronization between the oscillators in transmit-
ter and receiver. It should be noted that identity of the
receiver and transmitter parameters is of crucial impor-
tance in communication schemes based on the identical
synchronization of chaotic systems. With the increase
in mismatch of the receiver and transmitter parame-
ters, the quality of chaotic synchronous response of the
receiver deteriorates leading to a worse quality of the
information signal extraction. However, the construc-
tion of identical oscillators in the experimental scheme
is a difficult problem. Besides, chaotic communication
schemes based on the identical synchronization have
low resistance to noise and amplitude distortions of the
signal in a communication channel [11].

The high tolerance to noise and signal distortions can
be achieved in chaotic communication systems exploit-
ing the regime of generalized synchronization [20,21].
Moreover, such communication schemes do not require
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the identity of the transmitter and receiver. The general-
ized synchronization can occur between two unidirec-
tionally coupled chaotic systems described as follows:

X(1) = F[x(0)], )]
y(©) = Gly(@®), h(x(1))], 2)

where x(7) is a drive system and y(¢) is a response sys-
tem, x(¢) € R" andy(z) € R™ [22]. F and G define the
vector fields of the drive and response systems, respec-
tively, and a function h (x(¢)) characterizes the driving
of the response system by the system x(z).

The generalized synchronization between the
chaotic oscillations in the systems x(#) and y(¢) means
the presence of a transformation H: R” — R™ that
takes the trajectories of the attractor in R" space into
the trajectories of the attractor in the R™ space, so that
y(t) = H[x(?)]. The properties of this transformation
do not depend upon the initial conditions in the basin of
attraction of the synchronized attractor [23]. The exis-
tence of a transformation H guarantees the ability to
predict the state of the response system from measure-
ments of x(t) alone, once transients die out. The case
when H is the identity transformation corresponds to
the identical synchronization between x(¢) and y(¢).

To detect the regime of generalized synchroniza-
tion, the following methods have been proposed: the
nearest neighbor method [23], the conditional Lya-
punov exponent calculation [24], the auxiliary sys-
tem approach [25], the information-theoretic approach
based on the coarse-grained information rate [26], the
approaches based on the generalized angle calcula-
tion [27], the phase tube approach [28], the statis-
tical modeling approach [29], the method based on
dynamical Bayesian inference [30], and some other
techniques [31]. Among these methods, the auxiliary
system approach is the most popular one because it is
rather simple and can be used in real time in distinction
to other methods that require the recording of signals
for further processing.

The auxiliary system approach is based on employ-
ment of the auxiliary system v(#) which is identical to
the response system y(#). The initial conditions for v(z)
are chosen to be different from those for y(¢), but in the
same basin of attraction as the initial conditions of y ().
If after termination of the transient process, the states of
the response and auxiliary systems become identical,
i.e., y(t) = v(t), then the generalized synchronization
between x(¢) and y(¢) takes place.

@ Springer

Although the known communication schemes
exploiting the generalized synchronization do not
require the identity of oscillators in the transmitter and
receiver, they need two identical oscillators (response
and auxiliary ones) in the receiver, which creation is
often a difficult technical problem especially in the case
of high-frequency oscillators.

In the present paper, we propose a new resistant
to noise chaotic communication scheme based on
the generalized synchronization. The main novelty of
this scheme, compared with the other communica-
tion schemes based on the generalized synchroniza-
tion, is that our scheme does not require the iden-
tity of oscillators in the receiver. Two versions of the
scheme are developed. In the first of them, the receiver
contains only one oscillator that removes the prob-
lem of ensuring the identity of two oscillators in the
receiver. In the second scheme, the receiver is com-
posed of two response systems, but these systems could
be nonidentical in contrast to the classical communica-
tion schemes based on the generalized synchroniza-
tion. The proposed communication scheme is stud-
ied numerically and implemented in a real physical
experiment using electronic ring oscillators with time-
delayed feedback as the drive and response systems. It
should be noted that in our paper we present the first
experimental implementation of communication sys-
tem based on the generalized synchronization. In the
other papers, various communication schemes exploit-
ing the generalized synchronization were studied only
numerically.

The paper is organized as follows. In Sect. 2, a
new chaotic communication system based on the gen-
eralized synchronization is proposed. Section 3 illus-
trates the results of numerical simulation of the pro-
posed communication scheme. In Sect. 4, we consider
the operation of the first experimental communication
scheme based on the generalized synchronization. In
Sect. 5, we summarize our results.

2 Communication scheme

A block diagram of the developed communication
scheme exploiting the regime of generalized synchro-
nization between the transmitter and receiver is shown
in Fig. 1. A transmitter contains a drive system x(7)
which parameters are modulated by the binary infor-
mation signal m(¢). The chaotic signal from the trans-
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Fig. 1 Block diagram of a [ e

communication system
based on the generalized

DL1

synchronization: (DS) drive
system, (RS) response
system, (DL1 and DL2)
delay lines, (SWG)
square-wave generator, (S)
commutator, (A) difference
amplifier, and (D) detector

Receiver

mitter output is transmitted into the communication
channel. A receiver is composed of a self-oscillating
response system, two identical delay lines with the
delay time t, square-wave generator, commutator, dif-
ference amplifier, and detector. The scheme parameters
are chosen in such a way that the generalized synchro-
nization between the transmitter and receiver is present
at a transmission of binary 0 and absent at a transmis-
sion of binary 1. It is possible to choose the parameters
in another way, where the transmission of binary 1 and
0 corresponds to the presence and absence of general-
ized synchronization, respectively.

For detecting the regime of generalized synchro-
nization, we do not exploit an auxiliary system in the
receiver as it is usually done in communication sys-
tems based on the generalized synchronization [20,21].
Instead of this, a single response system is driven in turn
by the signal from the drive system and delayed copy
of this signal. Similar approach has been used in [32]
for studying consistency properties of a semiconductor
laser in response to a coherent optical drive originating
from delayed feedback.

In the absence of generalized synchronization, the
response system shows different oscillations under the
driving by the same signal. However, in the presence
of generalized synchronization, the response system
exhibits after the transient process identical oscillations
in both cases of driving by the same signal.

To drive the response system two times by the same
signal, we use the delay line DL1, switch, and square-
wave generator (Fig. 1). The signal z(¢) of the square-
wave generator controls a switch whose action changes
the signal driving the response system. A half of period
of z(t), the response system is driven by the signal x(7)
incoming from the communication channel. Another
half of period of z(¢), the response system is driven by
the signal x(# — 7) incoming from the output of the
delay line DL1. The period T of z(¢) is chosen so as to

ensure that the transient process preceding the regime
of generalized synchronization terminates at a time less
than 7'/2. The delay time of DL1 is equal to t = T/2.
Each bit of the information signal m(¢) is transmitted
during the time interval [ = T.

To compare the signals of the response system in
the cases of its driving by x(¢) and x(# — t), we use the
second delay line DL2, having the same delay time t
as the delay line DL1, and difference amplifier. In the
presence of generalized synchronization between the
drive and response systems, the signal A(¥) = y(¢) —
y(t — 7) at the difference amplifier output vanishes
after the transient process in the second half of period
of z(¢). In the absence of generalized synchronization,
the signal A (#) shows nonvanishing oscillations within
the entire second half of period of z(7).

During the first half of period of z(¢), the signal A(z)
always shows nonvanishing oscillations that are similar
to those observed in the second half of period of z(¢) in
the case of the absence of generalized synchronization
between x(¢) and y(¢). Thus, during this time interval,
A(t) contains no useful information for the detection
of generalized synchronization.

For extracting the information signal, we use the
detector in the receiver. This detector evaluates the vari-
ance o2 of incoming difference signal A (r) during the
time interval 7 /4 and compares it with a threshold o 2.
At the detector output, we have a recovered informa-
tion signal m’ () which is binary zero for 2 < ocz and
binary unity for o> > UCZ.

Since the response system is driven twice by the
same signal in order to detect the regime of generalized
synchronization and define, which bit is transmitted,
the half of time the considered communication scheme
is staying in a waiting mode. To eliminate this short-
coming and to increase the rate of data transmission in
two times, we modified the scheme depicted in Fig. 1
by adding in the receiver the second response system
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Fig. 2 Block diagram of a
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DL1
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synchronization: (DS) drive
system, (RS1 and RS2)
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response systems, (DL1,
DL2, and DL3) delay lines,
(SWG) square-wave
generator, (S1 and S2)
commutators, (Al and A2)
difference amplifiers, and
(D) detector

Transmitter Receiver

RS2, which operates in antiphase with the first response
system, the delay line DL3 having the delay time 7, one
more difference amplifier, and one more commutator.

A block diagram of the modified communication
scheme is presented in Fig. 2. The signal z(#) controls
the commutator S1 which switches the driving signal
in such a way that the first response system y(z) is
driven by the signal x(¢), while the second response
system u(?) is driven by the signal x(r — ) and vice
versa, y(¢) is driven by the signal x(z — t), while u(¢) is
driven by the signal x(7). As the result, the first response
system detects the transmitted binary signal as the sec-
ond response system stays in the waiting mode. Then,
the first response system switches to the waiting mode,
and the transmitted signal is recovered by the second
response system.

We denote the signals at the output of difference
amplifiers in the first and second response systems as
A1) =y(®) -y —1)and Az (1) = u(®) —u( — 1),
respectively. The commutator S2 is controlled by the
signal z(¢) in such a way that the signal A3(¢) at
the detector input represents the alternating fragments
of the signals A(¢#) and A,(¢) with the duration of
each fragment being equal to 7/2. In the considered
scheme, each bit of the information signal m(¢) is
transmitted during the time interval [ = 7' /2. Thus, the
scheme operates twice as quicker in comparison with
the scheme depicted in Fig. 1.

It should be noted that although the scheme in Fig. 2
contains two response systems in the receiver, these
systems could be nonidentical in contrast to the classi-
cal communication schemes based on the generalized
synchronization, which exploit the auxiliary system
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SWG

that is identical to the response system. In our scheme,
the identity of systems y(¢) and u(¢) in the receiver is
not necessary, because for detecting the regime of gen-
eralized synchronization we analyze not the difference
between the signal from y(#) and the signal from u(z),
but the differences of signals separately in the system
y(¢) and the system u(z) under the driving of each of
these systems two times by the same signal.

3 Numerical simulation of communication system
based on the generalized synchronization

We illustrate the operation of the proposed communica-
tion system based on the generalized synchronization
for the case, where the drive and response systems rep-
resent time-delayed feedback oscillators. In the pres-
ence of time delays in coupled oscillators, the syn-
chronization between these oscillators has some spe-
cific features including such phenomena as anticipat-
ing synchronization, lag synchronization, and a variety
of transitions between different types of synchroniza-
tion [33-38]. The delays play also an important role in
the synchronization of various neuron systems [39-43]
which can be considered as data transmission systems.

A block diagram of the drive system composed of
two delay lines DL4 and DL5 with delay times 77 and
T, respectively, commutator, nonlinear element, and
linear low-pass filter is shown in Fig. 3a. The binary
information signal m(¢) switches the delay time in the
system in such a way that the delay time is equal to 77 at
a transmission of binary 0, and it is equal to 7] 4+ 1> ata
transmission of binary 1. The drive system is described
by a first-order delay-differential equation
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Fig. 3 Block diagrams of the drive system (a), first response
system (b), and second response system (c¢): (DL4, DLS5, DL6,
and DL7) delay lines, (ND1, ND2, and ND3) nonlinear devices,
(F1, F2, and F3) filters, and (S3) commutator

ex(t) =—x(+ filkx @ — (1 +m@®)12)), 3

where x(¢) is the system state at time ¢, €1 is the para-
meter that characterizes the inertial properties of the
system, and f] is a nonlinear function. The signal x(¢)
from the filter output is transmitted into the communi-
cation channel. It should be noted that the transmitter
signals must have similar spectral and statistical prop-
erties at 71 and 71 4 17 in order to ensure a security of
message transmission.

Block diagrams of self-oscillating response systems
composed of a delay line, nonlinear element, summa-
tor, and linear low-pass filter are shown in Fig. 3b, c.
The delay lines DL6 and DL7 have the delay time 3
and 14, respectively. The nonlinear elements ND2 and
ND3 and filters F2 and F3 in general case are different
from the nonlinear element ND1 and filter F1, respec-
tively, in the drive system. The response systems are
driven in turn by the signals x(#) and x(¢ — 7). They
are described by the following equations:

ey(®) = —y@) + Lyt —13))
+k(z(x () + z2(DHx(t — 1)), 4)

x(t), x(O)+E(t)

4 1 |
0 1000 2000 3000

t

Fig. 4 Time series of the driving chaotic signal x(¢) in the
absence of noise (black color) and in the presence of strong addi-
tive noise (gray color)

e3u(t) = —u() + f3(ult — 1))
+k(z(O)x(t — T) + 2()x(1)), 5)

where &7 and €3 are the parameters of inertia, f> and f3
are nonlinear functions, k is the parameter that charac-
terizes the strength of the unidirectional coupling, and
z(¢) is the inversion of the signal z(¢) of the square-
wave generator. At z(t) = 1, we have z(t) = 0 and at
z(t) = 0 we have z(1) = 1.

At first, we consider the operation of the first scheme
(Fig. 1) containing only one response system in the
receiver. Let us consider the case, where the nonlinear
elements ND1 and ND2 provide a quadratic transfor-
mation and the filters F1 and F2 are the low-pass first-
order Butterworth filters with the cutoff frequencies
vy = 1/e1 and vy = 1/e5, respectively. We choose the
following values of the transmitter and receiver para-
meters: 11 = 110, » = 10, 13 = 100, &1 = 20,
g2 =25, fi(x) = A1 — x%, fo(y) = Ay — y?, where
A1 = 1.8 and > = 1.3 are the parameters of nonlin-
earity, k = 0.07, and t = 20,000 (T = 40,000). With
these parameters, the transmitter generates a chaotic
signal x(¢) (Fig. 4) and the receiver in the absence of
coupling (k = 0) oscillates in a periodic regime. It was
shown that in a communication system based on the
generalized synchronization, the employment of peri-
odic regime in the response system has an advantage
over employment of chaotic regime [44]. Note that in
our scheme, the transmitter and receiver have a mis-
match of all parameters.

To investigate the tolerance of the proposed com-
munication scheme to noise, we added a zero-mean
Gaussian noise &(z) filtered in the bandwidth of the
chaotic carrier to time series of the signal x(#) trans-
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Fig. 5 Time series of the 1k
information signal m(t),
signal z() of the =
square-wave generator, S
difference signal A(t), and 0
signal m’(¢) extracted in the
receiver 1
N
0k
I
1+
g
0
L
0 1

mitted into the communication channel. Figure 4 shows
in gray color a part of the time series of x(¢) corrupted
with noise for the case, where the variance of £(¢) is
equal to the variance of x(¢) at the output of the drive
system. The signal-to-noise ratio (SNR) in this case is
equal to 0dB.

Figure 5 depicts parts of the time series of the signals
m(t), z(t), A(t), and m’(¢) for the case of SNR =
0dB. At a transmission of binary 0 (m(t) = 0), the
difference A(¢) = y(¢)—y(t —71) oscillates at z(¢) = 1
and vanishes after the transient process at z(t) = 0,
indicating the presence of generalized synchronization
between the drive and response systems. For m(t) = 1,
the signal A(#) shows nonvanishing oscillations both
at z(r) = 1 and z(r) = O indicating the absence of
generalized synchronization between x () and y(z).

The threshold value of variance of the signal A(?),
which is used for extracting the information signal
m/(¢) in the detector, is chosen as ocz = 0.001. As
shown in Fig. 5, the information signal is recovered
accurately, but the signal m’'(¢) at the receiver output is
shifted by the time 7'/2 with respect to the signal m(z)
in the transmitter. This shift is explained by the algo-
rithm of detector operation, which evaluates the vari-
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ance of the signal A(z) during the time interval 7 /4
corresponding to the second half of time interval with
constant value of z(¢). In the presence of generalized
synchronization between x () and y (), the signal A(z)
is very small during this time interval and its variance
o’ < ocz, since the transient process already finished
at the first half of time interval where z(z) = 0. In the
absence of generalized synchronization, the variance
of the signal A(t) is always great. Thus, the proposed
scheme is efficient in spite of very high level of noise
in the communication channel.

Let us consider now the operation of the second
scheme (Fig. 2) containing two response systems in
the receiver. We choose the same parameter values
for the transmitter and receiver as in the considered
above example. The parameters of the second response
system are chosen as follows: 4 = 101, e3 = 25,
f3(u) = A3 — u?, where A3 = 1.3. It should be noted
that the delay time t4 in the second response system
differs from the delay time 73 in the first response sys-
tem.

Figure 6 shows parts of the time series of the signals
m(t), z(t), A1(t), Axr(t), Az(t), and m’(¢) for the case
of SNR = 0dB. At m(t) = 1, the both signals, Aj(?)
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Fig. 6 Time series of the

information signal m(t),
signal z(r) of the =
square-wave generator, g
signals A (t), Ax(t), and 0
A3(t), and signal m'(t)
extracted in the receiver 1

N

O —

Ag(t)

and A;(t), show similar nonvanishing oscillations both
atz(tr) = 1 and z(¢) = 0 indicating the absence of gen-
eralized synchronization between x(¢) and y(¢) and
between x(¢) and u(t), respectively. Therefore, at a
transmission of binary 1, the signal A3(¢) also does
not vanish and has a great variance.

Atatransmission of binary 0, the signal A (#) shows
damping oscillations at z(¢) = 1 that vanish in the sec-
ond half of time interval where z(t) = 1. The second
response system stays in a waiting mode at z(¢) = 1
and the signal A;(#) shows nonvanishing oscillations.
Atm(t) = 0 and z(t) = 0, on the contrary, the signal

tx10°

A (t) shows damping oscillations that vanish in the
second half of time interval where z(¢) = 0 while the
first response system stays in a waiting mode and its
signal A1 (¢) shows nonvanishing oscillations. The sig-
nal A3z(¢) is composed of the alternating fragments of
the signals A (¢) and A,(¢) with the duration of each
fragment being equal to 7 /2. At the detector output,
we have the recovered information signal m'(r), which
is binary zero, if the signal A3(¢) variance 02 < crcz,
and binary unity, if 0> > ocz, where Ucz = 0.001.

It is known that many chaotic communication
schemes are not as secure as expected and can be suc-
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Fig. 7 Return map for the model communication system with
one response system in the receiver

cessfully unmasked, for example by using the analy-
sis of return maps [45,46]. To test the vulnerability of
the proposed communication scheme against attacks,
we applied the method of message extraction based on
return maps.

Let n = ipax be the time when the signal x(r) gets
its ith local maximum M;, and n = iy, be the time
when x () gets its ith local minimum N;. We construct
the return maps M, 1 versus M;, N;41 versus N;, and
B; versus A;, where A; = (M; + N;)/2 and B; =
M; — N;. Figure 7 depicts the return map B; versus
A; constructed from the maxima and minima of time
series of x(¢) for the case of SNR = 0dB shown in
Fig. 5. In contrast to the return maps presented in [45],
Fig. 7 does not show any 1D curves which correspond
to different switched chaotic regimes and could be used
for message extraction. The return maps M;| versus
M; and N;41 versus N; also do not show 1D curves.
Moreover, the return maps are similar in the cases of
fixed and switched delay time in the transmitter. Thus,
the return map method which is efficient for unmasking
low-dimensional chaotic communication systems fails
being applied to the proposed communication scheme
based on chaotic time-delayed feedback oscillator.

It should be mentioned that besides the employment
of time-delay systems demonstrating chaotic dynamics
of a very high dimension and possessing chaotic attrac-
tors with large number of positive Lyapunov expo-
nents, one can use chaotic oscillators with multi-scroll
attractors [47-50] in order to increase the security of
chaotic communication systems. In numerical studies
of such systems, sometimes it is preferred to use multi-
step methods with automatic control of step size [51].

@ Springer

4 Results of the experimental scheme operation

We implemented the proposed chaotic communica-
tion scheme with one response system in the receiver
in a radio physical experiment in which the drive
and response systems were constructed using elec-
tronic ring oscillators with time-delayed feedback.
These oscillators contain analog low-pass first-order
RC filter and digital delay lines and nonlinear element
implemented using programmable microcontrollers.
The digital nonlinear elements in our scheme provide a
quadratic transformation. We used 32-bit Atmel micro-
controllers based on the ARM Cortex-M3 processor.
They have a top clock speed in the range of 84 MHz.
The delay lines DL1 and DL2 in the receiver (Fig. 1)
are also implemented using microcontrollers having
an integrated 12-bit analog-to-digital converter and
digital-to-analog converter.

Note that for the hardware realization of the pro-
posed scheme, one can use also field-programmable
gate arrays (FPGA) similarly to [52,53]. Although
FPGA-based schemes have a more elaborated design,
they are more power-consuming than the schemes
based on microcontrollers. Another technique for
implementing chaotic oscillators is based on using inte-
grated circuits [54].

In our scheme, we used a wire communication chan-
nel. This channel is supposed to be a nondispersive one
since its bandwidth is much greater than the bandwidth
of the transmitted signal, and it does not cause any fre-
quency distortions in the transmitted signal.

The parameters of the drive system modeled by
Eq. (3) are chosen as follows: 71 = 930 s, 2 = 93 ws,
&1 = RiCy = 47 ps, and f1(x) = A — x2, where
A1 = 1.7. With these parameters, the transmitter gener-
ates a chaotic signal. The response system is described
by Eq. (4) with 173 = 930 ps, &2 = R2Cr = 95 ps,
fr(y) = A — y2, where A, = 1.3, k = 0.1, and
7 = 90 ms. In the absence of coupling, the response
system generates periodic oscillations.

Figure 8 shows parts of the experimental time series
of the driving chaotic signal x(¢), signal z(¢), and dif-
ference signal A(t) = y(t) — y(t — 7) for the case
of the transmission of binary 0. For better detection of
generalized synchronization, the signal A(¢) is passed
through a low-pass filter with the cutoff frequency
v = 200 Hz. The time scale over the horizontal axis is
200 ms/div. The scale over the vertical axis is 1 V/div,
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Fig. 8 Oscillograms of
temporal realizations of the
chaotic signal x(¢) in the
communication channel (on
top), signal z(t) (in the
middle), and filtered
difference signal A(z)
(below) in the case of

m(t) =0

x(t)

z(1)

A(t)
T

5 V/div, and 200 mV/div for the signals x(t), z(t), and
A(t), respectively.

As it can be seen from Fig. 8, the amplitude of oscil-
lations of the signal A () is appreciably greater at high
values of z(¢) than at small values of z(z). This abrupt
decrease in the amplitude of A(#) under variation of
z(t) indicates the presence of generalized synchroniza-
tion between the drive and response systems.

Parts of the time series of the signals x(¢), z(¢), and
A(t) for the case of the transmission of binary 1 are
presented in Fig. 9. As well as in Fig. 8, the difference
signal A(r) is passed through a low-pass filter with the
cutoff frequency v = 200 Hz. The scales over the axes
are the same as those in Fig. 8. In contrast to Fig. 8 corre-
sponding to the transmission of binary 0, the amplitude
of the difference signal A(¢) in Fig. 9 is practically the
same within the both halves of the period of z(¢). Such
behavior of A(#) indicates the absence of generalized
synchronization between x () and y (7).

Figure 10 shows parts of the experimental time series
of the signals A(t¢), m(t), and z(¢) for the case of the
transmission of arbitrary sequence of binary 0 and 1 at
the following values of the scheme parameters: 71 =
1.244 ms, 7o = 113 s, 73 = 1.13 ms, &1 = 113 s,
g = 287 us, Ay = 1.7, A, = 1.3, k = 0.138, and
T = 185 ms. With these parameters, the transmitter
generates a chaotic signal and the receiver oscillates in

a periodic regime. In contrast to the cases depicted in
Figs. 8 and 9, the delay time 13 in the response system
differs from the delay time 71 in the drive system. Thus,
the proposed communication scheme does not require
the identity of the transmitter and receiver parameters.
In the considered case, the parameter value of each
element in the drive system differs from the parameter
value of corresponding element in the response system.

The time scale over the horizontal axis in Fig. 10
is 500 ms/div. The scale over the vertical axis is
200 mV/div for the signal A(¢) and 5 V/div for the
signals m(¢) and z(¢). The signal A(¢) is filtered by a
low-pass filter with the cutoff frequency v = 200 Hz.
At a transmission of binary 1, the signal A(#) shows
nonvanishing oscillations both at z(r) = land z(¢z) =0
indicating the absence of generalized synchronization.
At a transmission of binary 0, the amplitude of oscil-
lations of A(¢) is appreciably less at small values of
z(t) than at high values of z(¢) indicating the presence
of generalized synchronization between the drive and
response systems.

The considered example is the first experimental
implementation of communication system based on the
generalized synchronization. In further research, we
plan to investigate this experimental system in more
detail. It should be noted that the considered communi-
cation scheme is characterized by certain limitation of

@ Springer
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Fig. 9 Oscillograms of
temporal realizations of the
chaotic signal x(¢) in the
communication channel (on
top), signal z(t) (in the
middle), and filtered
difference signal A(z)
(below) in the case of

m(t) =1

Fig. 10 Oscillograms of
temporal realizations of the
filtered difference signal
A(t) (on top), information
signal m(¢) (in the middle),
and signal z(¢) (below) in
the case of the transmission
of arbitrary sequence of
binary 0 and 1
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the data transmission rate. This is because of long tran-
sient process that precedes the occurrence of the gen-
eralized synchronization regime in the time-delayed
feedback oscillators used for the construction of the
drive and response systems in our scheme. However,

@ Springer

one can substantially increase the rate of information
transmission by choosing other oscillators as the drive
and response systems, which have a short time of tran-
sient process preceding the occurrence of the general-
ized synchronization.
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5 Conclusion

We have developed the chaotic communication sys-
tem exploiting the regime of generalized synchroniza-
tion between the transmitter and receiver. Two variants
of communication scheme are studied. In contrast to
other communication schemes based on the general-
ized synchronization, the first variant of our scheme
employs only one self-oscillating response system in
the receiver. The absence of the auxiliary system in
the receiver allows us to avoid the technical difficulties
typical for communication systems based on the gener-
alized synchronization caused by the necessity to cre-
ate two identical oscillators in the receiver. In the sec-
ond variant of the scheme, the receiver is composed of
two response systems, but these systems could be non-
identical unlike the classical communication schemes
exploiting the generalized synchronization.

For detecting the regime of generalized synchroniza-
tion, the response system is driven in turn by the signal
from the drive system and delayed copy of this signal.
The efficiency of the proposed scheme is shown for the
case, where the transmitter and receiver are constructed
using time-delayed feedback oscillators.

The proposed communication scheme is studied
numerically and realized in the physical experiment.
We have illustrated the scheme efficiency for the trans-
mission of binary information signal. It is shown that
the proposed scheme possesses high resistance to noise
in the communication channel. The security of the pro-
posed scheme is studied by applying the return maps.
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